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 Introduction 

1 Introduction  

This document is intended for Cryoserver Administrators and shows how to administer Cryoserver 

Version 9.x.x.  Please note that most of this content is still applicable to previous versions of 

Cryoserver, notably versions 7 and 8.  

Cryoserver is an email archive system ς which is simple to setup and administer. Cryoserver is 

functionally rich, resulting in a wide range of administrative options. This document helps to provide 

guidance on the full range of choices and when and why they may be needed. 

This document covers the administrative functions of Cryoserver in two ways: 

¶ Essential Topics: covers the concepts of Email Archiving; from getting data into the 
system to getting it back out again. 

¶ Administration Facilities: walks through each panel and options of the Cryoserver Admin 
area. 

1.1 Roadmap 

The Cryoserver product is constantly evolving and improving.  We take customer feedback as well as 
many other sources of influence to drive the product forward.   

Cryoserver makes a refreshed release every 4 to 6 weeks that adds to or improves the product in 
some way.  Therefore, the screenshots and comments in this document may not exactly reflect your 
version of Cryoserver. 

Customers with a Support and Maintenance agreement in place may upgrade to the latest version of 
Cryoserver ς both minor and major version releases ς without incurring any additional costs1.   An 
upgrade would typically take 20 minutes, with a 5 minute down-time. 

The administrative area can now indicate if there is a new version available (if the Server is able to 
link to the outside world via HTTP).  The administrator can then discover what is in the new release, 
and decide if this would be useful to the business or would address a particular issue. 

If you would like to see some specific change in Cryoserver, or to report a fault, then please email 
support@cryoserver.com. 

                                                             
1 Unless the support team need to provide an on-site visit 

mailto:support@cryoserver.com
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2 Welcome to  Cryoserver  

Cryoserver is a system that can store vast quantities of email or IM transcripts (completed Instant 

Message conversations).  It indexes the content of each item and attachment data so that these 

items can be searched and displayed quickly and efficiently.  This guide focusses on the 

administrative side of Cryoserver. 

The administrator(s) of a Cryoserver system has a number of tasks to perform in order to: 

¶ Appropriately install and configure the system 

¶ Setup the data feeds that will fill the system with data 

¶ To provide access to this data to users 

¶ To manage and monitor the system over time 

The emails and IM data to archive into Cryoserver can be delivered in a variety of methods: 

¶ New mail, Journaled2 from a Mail Server (e.g. Exchange/Lotus Notes) 

¶ Sent over SMTP or Collected from a mailbox using POP3, IMAP or EWS 

¶ Existing mails, extracted from various sources ς such as PST or read from user mailboxes 

Cryoserver can be accessed in a variety of ways and for a number purposes.   

Throughout this document, we refer to different types of user.  Cryoserver supports a small set of 

user types, though each type can have quite a variety of capabilities that the administrator can allow 

or deny or restrict ς either to all users or to just selected accounts. 

Administrators cannot search or view the archive data.  However, this account is used to create or 

configure the other users of the system; as well as nearly all other configurational aspects. 

This document describes the full set of actions that an Administrator should be able to perform.  

Some admiƴƛǎǘǊŀǘƻǊǎ όǘȅǇƛŎŀƭƭȅ ƻƴ ŀ άŎƭƻǳŘέ ƻǊ Ƴǳƭǘƛ-tenant system) will only have restricted access 

and will not see all of the features described here. 

Basic / Active Directory (LDAP) Users can, by default, search only their own emails. 

Please note that Single Sign On [SSO] using ADFS / SAML is supported, resulting in a Basic User 

account type. 

There are many ways to extend or restrict the scope of a Basic User, as described in later sections. 

Privileged Users can search across the whole repository, unless restricted by a searchable domain. 

Privilege and Delete Users are privileged uses who can authorise an audited deletion of archived 

data.  The search query that contains the set of data to remove must be prepared by a different 

                                                             
2 Journaling is a very reliable way to get all currently flowing mail into an archive.  However, there are times ς 
typically with multiple Email Exchanges or when one is added ς when a portion of mail is NOT journaled.  This 
will result in incomplete data in Cryoserver, and is not easy to detect in an automated way. 
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privileged user.  Please Note that this special user type is only provided on application, and is 

normally disabled. 

Data Guardians ŀǊŜ ǎƛƳǇƭȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎŜǎ ǘƻ ǿƘƛŎƘ ΨǘǊŀƴǎŎǊƛǇǘǎΩ ŀǊŜ ǎŜƴǘΦ  ! ǘǊŀƴǎŎǊƛǇǘ ƛǎ ŀ ǎǳƳƳŀǊȅ 

of actions taken by administrative and privileged users. Some ΨōŀǎƛŎΩ ǳsers may also raise audit 

transcripts ς as described in the Local Accounts (see section 5.4 below).  And a data guardian that 

reviews the emails of a search transcript will also be audited. 

A data guardian does not have a special login account.  When the user logs in with their Active 

Directory (LDAP) or local basic user account ς and their primary email address matches one of the 

Data Guardians, then that user will see extra menu options specifically for data guardians (e.g. 

Transcript Search, as described in the Cryoserver user guide). 

2.1 Types of Cryoserver systems 

Cryoserver may be installed as either a single company system; or as a multi-tenant system capable 

ƻŦ ƘƻǎǘƛƴƎ ǎŜǾŜǊŀƭ ŎƻƳǇŀƴƛŜǎΩ ŘŀǘŀΦ 

Cryoserver can also work as a single standalone server, or be spanned over multiple servers (a 

distributed configuration) or as a paired άtǊƛƳŀǊȅ ς Mirrorέ ǎȅǎǘŜƳΦ 

This document describes the Administration of a single company system and the master company 

of a Multi-Tenant server. 

2.1.1 Multi -Tenant Cryoserver  

¢ƘŜ ǿƻǊŘǎ ά¢ŜƴŀƴǘέΣ ά/ƻƳǇŀƴȅέ ŀƴŘ ά/ǳǎǘƻƳŜǊέ in this administration guide are used to mean the 

same thing in the context of Cryoserver.  A typical on premise Cryoserver system is designed to 

support a single tenant - the company that purchased the product.  However, it is possible to 

provision a multi-tenant Cryoserver that will support completely separate email archives of more 

than one company. 

A multi-tenant Cryoserver can be used to: 

¶ Separately contain email data from different business units for the same parent company or 

group.  ! ά{ǳǇŜǊ tǊƛǾƛƭŜƎŜŘέ ǳǎŜǊ ǘȅǇŜ Ŏŀƴ ǎŜŀǊŎƘ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ΨŎƻƳǇŀƴƛŜǎΩΦ 

¶ .Ŝ ǳǎŜŘ ŀǎ ŀ ά/ƭƻǳŘ /ǊȅƻǎŜǊǾŜǊ {ŜǊǾƛŎŜέ ǿƘƛŎƘ ǿƛƭƭ Ƙƻǎǘ Řŀǘŀ ŦƻǊ ŀ ƴǳƳōŜǊ ƻŦ ǊŜƳƻǘŜΣ 

unconnected customers. 

A standard cryoserver system can support up to about 250 separate companies. 

¶ A special Cryoserver edition will be available later in 2017 to support many thousands of 

companies. 

Every Multi-Tenant system will have a άƳŀǎǘŜǊέ ŎƻƳǇŀƴȅ ς typically the first company in that 

system. An administrator of the master company will access the full set of administration menus and 

facilities that are documented in this guide. 

For Multi-Tenant servers, there are additional administrative user types ς required to add, 

administrate and control the tenants.  These are not documented here: 
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Super User Has full administrator rights to all companies. 

[Tier 1] Region Manager Administers the Resellers (Tier 2) in their region 

[Tier 2] Reseller Ability to add and administer companies in their region 

Administrators (except for 

the Master company) 
!ƴȅ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƻŦ ŀ άǘŜƴŀƴǘέ ŎƻƳǇŀƴȅ will see only the 
menu options that they have been allowed to access. 

2.1.2 Mirrored Cryoserver  

All Cryoserver systems can be provided as a single server or a mirrored pair.  With a single server, 

you will need to provide your own backup strategy.  With a primary-mirror pair, the ΨƳƛǊǊƻǊΩ ǎŜǊǾŜǊ 

will store the processed email/IM data at the same time as it is being processed. 

The ΨƳƛǊǊƻǊΩ ǎŜǊǾŜǊ ƛǎ ŀ Ŧǳƭƭ /ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳΦ  LŦ ǘƘŜ Ǉrimary Cryoserver fails, the mirror cryoserver 

can be reconfigured to be a fully working standalone system. 

No extra administration is required. Nearly all configuration and management tasks for a mirrored 

system are the same as for a standalone system. 

2.2 Documentation for different user types  

Basic 

User Guide 
Basic LDAP 

Privilege / Privilege & Delete 

Data Guardian 

Administrator 
Administrator Guide ς this guide 

Initial System Setup Guides 

Super User 
Multi-Tenant Administration guide 

Initial System Setup Guides 
Region Manager (Tier 1 user) 

Reseller (Tier 2 user) 

 

This document describes the Administrative features and actions of a standard single tenant 

Cryoserver system.  However, a /ƻƳǇŀƴȅ όŀ ΨtenantΩύ of a multi-tenant όŀ ΨŎƭƻǳŘΩύ system will have 

access to a limited set of administrative areas. For this reason, this document still applies to the 

administrators of each company of a cloud cryoserver. 

Also note: 

On a standard single-tenant Cryoserver, the Super User / Region Manager / Reseller accounts 

cannot be accessed or used.  An Administrator has no visibility to these accounts under any 

circumstances. 
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2.3 7ÈÁÔȭÓ new in Version 9  Administration  

The main visible change for Version 9 of Cryoserver is the addition of a ƴŜǿ ΨƳƻŘŜǊƴ ¦LΩ ŦƻǊ 

Search users.  This uses the latest browser technologies (HTML5 / Bootstrap / AJAX / and so on) 

to provide an enriched experience.  However, there are also a number of changes for 

administrators to take note of: 

1. Every system must have a new license record.  This is to support both a wider distribution of 

the Cryoserver products via a Windows Install; and to provide self-service upgrades and 

module downloads to authorised customers. 

2. CryoSMTP ς a new mail server service that Cryoserver can monitor and control. This is used 

for receiving mail (both Journal and Import) for archiving.  It is not intended for sending mail 

from Cryoserver (e.g. email alerts and forward-to-inbox).  This is an optional module. It 

works well for multi-tenant Cryoserver systems, particularly on Windows platforms. 

3. Storage management facility, for associating services in Cryoserver to the most 

appropriately sized Disk.  For example, to start to use a new Disk mount for archive data 

when the current disks become full. [NOTE: Cryoserver is not able to mount or format new 

disks ς that still has to be performed at the O/S level]. 

4. A vastly expanded API -so a greater range of features can be accessed programmatically.  

Use this for creating your own search UI or to bind Cryoserver features directly into your 

intranet or portal services. 

5. The ability to obtain updated releases of Cryoserver, as appropriate for your license.  This 

functionality will be extended to cover updates to certain modules. 
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3 Getting Started  

This part of the documentation will briefly run through the process needed to establish a Cryoserver 

system. 

3.1 Installing  

Cryoserver can be provided as in a wide variety of formats, depending on your needs and budget.  

The initial installation process will vary depending on you chosen format, after which the Cryoserver 

configuration should be similar for all installation types. 

In general, we request new customers to complete a Questionnaire. The aim is to provide some key 

details that will be needed to assist during the initial install and setup ς like IP addresses or the 

company and contact details and the names and email addresses of administrators and data 

guardians.  It will also indicate the type of email server that you have and if any importation tasks 

are required. 

Install type Installation Process Setup Process 

Software Cryoserver Support will install the 
software on your hardware and 
provide setup guidance. 

After install, this guide can be used for 
a standard single-company setup. 
For a multi-tenant system or any re-
branding, some additional support 
would be required. 

VM Image or 
Hyper-V image 

Request a Trial via our website or 
from one of our resellers. 
Complete a questionnaire. 
Instructions will be provided on 
how to download and install the 
VM Image, set IP addresses and 
get started. 

After install, follow the VM image 
setup guide. 
Additional information for all aspects 
of Cryoserver will be found in this 
guide. 

Windows Install Windows installers are being 
developed for Version 9. 
 
Unlike a typical Linux (or VM) 
install, you will have full access to 
the O/S ς so IP address and disk 
allocations will be set up without 
special support requirements. 

After installing, follow the guidance set 
out here. 

Upgrade / Update 
an existing 
Cryoserver 

Cryoserver Support or authorised 
resellers will need to update your 
system to Version 9. 

If you are updating from any previous 
version of Cryoserver to Version 9, 
then you will need to complete the 
License Setup Wizard. 
After this no further setup is required 
ς but you may wish to make use of 
some of the new modules ς such as 
CryoSMTP service. 

A tenant on a 
Cloud Cryoserver 
system 

There is no Install as such. 
The customer should complete a 
άŎƭƻǳŘ ŎǳǎǘƻƳŜǊ ǉǳŜǎǘƛƻƴƴŀƛǊŜέΦ 

The Cloud provider will add the new 
Company to their Cryoserver following 
the Multi-Tenant setup guide. 
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Administrative tasks for that Company 
are detailed in this guide, but many of 
the options may not be available to 
the customer unless the Cloud 
provider allows it. 

 

After installing Cryoserver, you may need to follow any provided instructions for your chosen 

platform to set the Hostname and IP address, set up DNS entries and add any extra disk allocations.  

After this, you may start to access the Cryoserver system.  At this point the first thing to complete is 

the Setup and License Wizard. 

We strongly recommend that you create a suitable DNS name for the Cryoserver system, that will be 

used as the Web address for users to access it. 

Now you can browse to the cryoserver system ς just enter the IP Address or Server Hostname or DNS 

Name into a Browser.  The first time of using Cryoserver Version 9 you will be presented with the 

Setup Wizard. 

3.2 Setup / Licensing your Cryoserver  

From Version 9, all Cryoserver systems will need to be formally licensed.  This will help when 

providing support and guidance ς and will enable self-help features such as obtaining Upgrade 

packages and apps / modules. 

The single license is associated with a Cryoserver ΨƛƴǎǘŀƴŎŜΩΣ ǿƘƛŎƘ ŎƻǳƭŘ ōŜ ŀƴȅ ƻŦΥ 

¶ A single standalone Cryoserver 

¶ A Primary ς Mirror pair 

¶ A distributed set of servers controlled by a single ΨǇǊƛƳŀǊȅΩ /ǊȅƻǎŜǊǾŜǊΦ 

¶ Any of the above, when set in Multi-Tenant mode. 

Every new Cryoserver system will default to run in άTRIALέ ƳƻŘŜΣ ƛŦ ƴƻ ƻǘƘŜǊ ƭƛŎŜƴǎŜ has been 

provided.  This will allow for 30 days usage for all modules.  After that they would need to arrange 

an extension to the trial period, or to raise a purchase order to convert the license into a full license. 

Every existing Cryoserver system that is to be upgraded to Version 9 will need a license to be set up 

before the upgrade process. 

The resellers and distributors of cryoserver will have access to the Licence allocation system, and 

should be able to provide customers with the appropriate license keys. 

3.2.1 Setup / Licensing a New Cryoserver  

A newly installed Cryoserver system will provide a setup wizard to guide you through the 

initialisation of key settings. 
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You will be asked to provide your Details ς for the License. 

 

Then you can set the preferred URL that you and others may access the system.  If you have created 

a DNS name for the Cryoserver service, then include this here in place of the default ς which would 

be the host name of the server.  All future emails that include links to the Cryoserver web URL, such 

as ΨǇŀǎǎǿƻǊŘ ǊŜƳƛƴŘŜǊΩΣ ǿƛƭƭ ǘƘŜƴ ǳǎŜ ǘƘƛǎ ǇǊŜŦŜǊǊŜŘ ƴŀƳŜ ǊŀǘƘŜǊ ǘƘŀƴ ǘƘŜ ŘŜŦŀǳƭǘ ƘƻǎǘƴŀƳŜΦ 

LŦ ȅƻǳ ƘŀǾŜ ǘƘŜ Řŀǘŀ ŦƛƭŜ ǎŀǾŜŘ ǿƘŜƴ ȅƻǳ ŦƛƭƭŜŘ ƛƴ ŀ ΨǉǳŜǎǘƛƻƴƴŀƛǊŜΩΣ ȅƻǳ Ƴŀȅ ǳǇƭƻŀŘ ƛǘ ƘŜǊŜΦ  Lǘ ǿƛƭƭ 

then be used fill in some of the details on the following screens! 
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You will then proceed to enter the Company Details.  There are 4 key parts that you will need to 

complete ς assuming that the Company address and contact details are the same as provided for the 

License: 
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1. ¢ƘŜ άTag Nameέ is used to identify your company within the Cryoserver system.  It is used in 

the URL when connecting to the system, and elsewhere ς as described in other parts of the 

Administration Guide. 

The tag name ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ άcryoservέ ς but you may change this to a short name that you would 

recognise and remember. 

So, ŦƻǊ ǘƘŜ ŎƻƳǇŀƴȅ ƴŀƳŜŘ ά! /ƻƳǇŀƴȅ [ǘŘέ ǿŜ Ƴŀȅ ǳǎŜ ǘƘŜ ǎƘƻǊǘ ƴŀƳŜ ƻŦ άŀŎƻƳǇέΣ ŀǎ ǎƘƻǿƴ 

here: 
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2. The first Administrator account must be defined.  All other accounts ς including additional 

administrators ς can only be added after logging in with this account. So please make sure 

you take a note of these settings. 

For the Username field: We recommend that you use your standard network login username, or 

some familiar username, to which you ŀǇǇŜƴŘ ά_adminέ. This is to prevent possible issues later, if 

Active Directory / LDAP integration is configured. 

 

 

3. Your company may receive mail using a range of different Email Domains ς the names that 

appear after the @ sign in an email address. 

Please include here at least the main email domain ς if LDAP integration is to be set up later, then 

the remaining domains can be obtained from there. 

Enter each domain in turn in the first boxΣ ŀƴŘ ǇǊŜǎǎ άAddέ.  Here I have added 2 domains: 

 

 

4. And you will need to add at least one Data Guardian. These are just email addresses of any 

people that should audit the privileged search or administrative activity. 

We always recommend that you provide 2 data guardians ς or to ensure that they are not given any 

other privileged access. 

 

L ǿƻǳƭŘ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ǘƘŜ ά!ŘŘέ ōǳǘǘƻƴ ƛƴ ƻǊŘŜǊ ǘƻ ƛƴŎƭǳŘŜ ǘƘŜ ssmith@acompany.com to the list of 

Data Guardians. 

 

mailto:ssmith@acompany.com
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²ƘŜƴ ȅƻǳ ƘŀǾŜ ŦƛƴƛǎƘŜŘΣ ǇǊŜǎǎ άb9·¢έ ǘƻ ǇǊƻƎǊŜǎǎ ǘƻ ǘƘŜ ƴŜȄǘ ǿƛȊŀǊŘ panel. 

 

We now need to provide a way for emails to be sent out from the new Cryoserver system. 

You may enter your internal email server ς perhaps your Microsoft Exchange ς or an external mail 

forwarding service (like MessageLabs). 

 

 

 

Cryoserver will send out an alert at the end of each day, summarising the mails that it has processed 

that day.  And if there are any issues, the system will also send alerts.  You can add as many 

recipients for these alerts as you wish.  You could also include an address provided by your reseller 

or cryoalert@cryoserver.com. 

¢ƘŜ ΩǎŜƴŘŜǊΩ ƻŦ ǘƘŜǎŜ ŀƭŜǊǘ ƳŜǎǎŀƎŜǎ Ŏŀƴ ōŜ ŀƴȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ς it does not necessarily have to be a 

real address.  If you wanted this to have a friendly name, the type that first, followed by the email 

address in <angle brackets>. 

 

¢ƘŜ άbŜȄǘέ ǎŎǊŜŜƴ ƛǎ Ƨǳǎǘ ŀ ŎƻƴŦƛǊƳŀǘƛƻƴ ǇŀƴŜƭΦ  LŦ ǘƘŜ ǎŜǘǘƛƴƎǎ ƭƻƻƪ ŎƻǊǊŜŎǘΣ ǘƘŜƴ ŎƭƛŎƪ ά!ǇǇƭȅέΦ 

 

mailto:cryoalert@cryoserver.com
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It will ask for one final confirmation. 

 

 

 

And then it applies all of this configuration to the new Cryoserver system, and then restarts the 

services. 

 

 




































































































































































































































































































