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Introduction [

1 Introduction

This document is intended for Cryoserdeministratorsand shows how tadministerCryoserver
Version9.x.x Please note that most of this content is still applicable to previaisions of
Cnyoserver, notably versions 7 and 8.

Cryoserver is an email archive systemhich is simple to setup and administer. Cryoserver is
functionally rich, resulting in a widange ofadministrativeoptions Thisdocumenthelps to provide
guidance orthe full range otthoicesand when and why they may be needed

This documentovers the administrative functions of Cryoserver in two ways:

9 Essential Topics: covers thenceptof Email Archiving; from getting data into the
system to getting it back out again.

1 Administration Facilitiesvalks througheach panel and optisof the Cryoserver Admin
area.

1.1 Roadmap

The Cryoserver product is constantly evolving and improwlig.take customer feedback as well as
many other sources of influence to drive the product forward.

Cryoserver makes a refreshed release every 4 to 6 weeks that adds to or improves the product in
some way.Therefore the screenshots and commenin this document may not exactly reflect your
version of Cryoserver.

Customers with a Support and Maintenance agreememiacemay upgrade to the latest version of
Cryoserver, both minor and major version releasesvithout incurring any additional @is'. An
upgrade would typically take 20 minutes, with a 5 minute deinme.

The administrative area can now indicate if there is a new version available (if the Server is able to
link to the outside world via HTTP). The administrator can then disedwaris in the new release,
and decide if this would be useful to the business or would address a particular issue.

If you would like to see some specific change in Cryoserver, or to report a fault, then please email
support@cryoserver.com

L Unless the support team need to provide ansite visit
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Welcome to Cryoservelis

2 Welcome to Cryoserver

Cryoseveris a system that can store vast quantities of email otriviscripts(completedinstant
Message conversations)t indexes the content of each item and attachment data so that these
items can besearcted and displayedjuickly and efficiently.This guiddocusses on the
administrative side of Cryoserver.

The administratos)of a Cryoserver systenmah a number of tasks to perform in order. to

1 Appropriately install and configure the system

1 Setup the data feeds that wililifthe system with data

9 To provide access to this data to users

1 To manage and monitor the system over time
The emailsand IM datato archive into Cryoserver can be deliveiadch variety of methods:

1 New mail Journaled from a Mail Serverd.g.Exchange/Lotus Notes)

1 Sent ovelSMTPor Collected from a mailbaxsingPOP3IMAPor EWS

9 Existing mailsxtracted from various socesc suchasPSTor read from user mailboxes
Cryoserver can be accessed in a variety of ways and for a number purposes.

Throughout thisdlocument,we refer to different types ofiser. Cryoserver supports a small set of
user types, though each type can have quite a variety of capabilities that the administrator can allow
or deny or restrict; eitherto all users or to just selected accounts.

Administratorscannot search or view the dnwe data However, this account is used to create or

configure the other users of the system; as well as nearly all other configurational aspects.

This document describes the full set of actions that an Administrator should be able to perform.
Someadmyi A & G NI (2 NB 6 (@& LIA Oterfarit $yste2nywilllonlych@ve 2dddRtéd aczd$d Y dzf (i A
and will not see all of the features described here.

Basic/ Active Directory LDAPB Userscan, by defaultsearch only their own emails

Please note that Single Sign On [SSO] usidigS SAML is supported, resulting @Basic User
account type.

There are many ways to extend oistect the scope of a Basic User, as described in later sections.

Privileged Usergan search across the whole repository, unless restricted by a searchable domain.

Privilege and DeletdéJsersare privileged uses who can authorise an audited deletion dfiaed
data. Thesearchquery that cotiains the set of data to remove must be prepared by a different

2 Journaling is a very reliable way to gditcurrently flowing mail into an archive. However, there are times
typically with multiple Email Exchanges or when one is addeden aportion of mail is NOT journaled. This
will result in incomplete data in Cryoserver, and is not easy to detect ausomated way.
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privilegeduser. Please Not¢hat this special user type is only provided on application, and is
normally dsabled.

Data Guardiand NB aAYLX @ SYIFAf FRRNBaasSa (G2 6KAOK WiNYy
of actions taken bydministrativeand privileged users. SomeW 6 | Sérs@@y atko raise audit

transcriptsq as described in the lcal Accountgsee sectiorb.4 below. And a data guardian that

reviews the emails of a search tramipt will also be audited.

A data guardian doesot have aspecial login accountWhen the user logs in with their Active

Diredory (LDAJor localbasic useaccountg andtheir primary email address matches one of the

Data Guardians, then that user will see extra menu optgpecifically for data guardians.(.

Transcript Searclas described in the Cryoserver user gllide

2.1 Types of Cryoserver systems

Cryoserver may be installed as either a single companyraystieas a multtenant system capable
2F K2adAy3a aSOSNIf O2YLIyASaQ RIEGEO®

Cryoserver can also work as a single standalone server, or be spanned over multiple servers (a
distributed configuration) or as a pairédt NJX dMirfedE a8 ad Sy o

This document desibes the Administration of single company systerand themastercompany
of a MultiTenant server.

2.1.1 Multi -Tenant Cryoserver

¢CKS g2NRA a¢Syl yiés an/thasidndnisrationguidgafe usied torbear2thé S NE
same thing in the context of Cryoserver. A typaapremiseCryoserver system is designed to
support a single tenantthe company that purchased the product. However, it is possible to
provision a multitenant Cryoserver that will quport completely separate email archives of more

than one company.

A multitenant Cryoserver can be used to:

1 Separatelcontain email data from differerttusiness unitdor the sameparentcompanyor
goup !  a{ dzLJSNJ t NA @A f SASRE dza SO YOLSILYSA D Yo a S| NOK
T .S dzaSR & | &/ ft2dzR / NE2aSNWSNI { SNBAOSE HKAOI
unconnected customers.

A standard cryoserver system can suppgrtto about250 separate companies

1 A special Cryoserver edition will be availdaler in 20170 support many thousands of
companies.

Every MultiTenant system will have@ Y | & (0 S NE ¢ tgpizathlibie §ir§t company in that
system. Aradministrator of themaster companwvill accesshe full set of administration menus and
facilities that are doumented in this guide.

For MultiTenant serversthere areadditionaladministraive usertypesc required to add
administrateand control the tenants These areot documentedhere:
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Super User Has full administrator rights to all companies.

[Tier 1] Region Manage, Administers the Resellers (Tier 2) in their region

[Tier 2] Reseller Ability to add and administer companies in their region
AdministratorSexcept for ! )/ e F RYA )/7\ AGNI G2 N\]NiES-EeOIMythé ¢
the Master company) menu options that they have been allowed to access.

2.1.2 Mirrored Cryoserver

All Cryoserver systems can be provided as a single server or a mirrored pair. With a single server,
you will need to provide your own backup strategd/ith a primary-mirror pair, theW Y A NN2 N & S NIJ ¢
will store the processed emdAiVl dataat the same time as it is being processed.

TheWYA NNE ND &SNISNJ A& | rifadyfClyoséniifallsy tBeNdtirBrdyosedvarii S Y @
can be reconfigured to be a fully wang standalone system.

No extra administration is redred. Nearly all configuration and management tasks for a mirrored
system are the samesdor a standalone system.

2.2 Documentation for different user types

Basic

Basic LDAP

User Guide
Privilegel Privilege & Delete

Data Guardian

Administrator Guide; this guide
Administrator

Initial System Setup Guides

Super User
Multi-Tenant Administration guide
Region Manager (Tier 1 user)
Initial System Setup Guides
Reseller (Tier 2 user)

This document describes thdministrative featuresand actionsof astandard single tenant
Cryoserver systemHowever, d 2 Y LJI yedantQdf a dultitenanto | W Gyistandzill Qave
access to a limited seiff administrative aread-or this reason, this document still applies to the
administrators of each company of a cloud cryoserver.

Also note:

On a standard singieenant Cryoserver, the Super User / Region Manager / Reseller accounts
cannot be accessed or used. An Administrator has no visibility to these accounts under any
circumstances.
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2.3 7 E A @éwdn Version 9 Administration

The main visible change for Version 9 of Cryoserver is the additmff &6 WY 2RSNY ! LQ ¥
Search users. This uses the latest browser technddgi@ML5 / BootstrapAJAX / and so on)

to provideanenrichedexperience.However, there are also a number ofianges for

administratorsto take note of

1.

Every system must havenaw licenserecord This is to suppotioth a wider distribution of
the Cryoserver productgiaa Windows Installand to provide selbervice upgrades and
module downloadso authorised customers

CryoSMTR, a newmail srverservice that Cryoserver can monitor and control. Thissed
for receiving mail (both Journal atehport) for archiving It is not intendedor sending mail
from Cryoserver (e.g. email alerts and forwdindinbox). This is an optional module. It
works well for multitenant Cryoserver systems, particularly on Windows platforms.

Storagemanagementfacility, for associating services in Cryoserver to the most
appropriately sized Disk. For examplestart to use a new Disk moutfior archive data
when the current disks become fINOTECryoserver is not able tmountor format new
disks ¢ that still has to be performed at the O/S level].

A vastly expandedPI-so a greater range déatures can be accessed programmatically.
Use this for creating your owsearch Ul or to bin@€ryoservefeatures directly ito your
intranet or portal service.

Theability to obtain updated releases of Cryoservas appropriate for your licenseThis
functionality will be extended to cover updatesdertainmodules.
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3 Getting Started

This part of the documentation will brieftyn through the preess needed to establish a Cryoserver
system.

3.1 Installing

Cryoserver can be provided as in a wide variety of formats, depending on your needs and budget.
Theinitial installation process will vary depending on you chosen for@ter which the Cryoserver
configuration should be simildor all installation types

In generalwe request new customers to completgauestionnaire Theaim is to provide some key
details that will be needed to assist during the initial install and setiile IP addesses othe
company and contact detaitsnd the names and emaitidresse®f administrators and data
guardians. It will alsoindicatethe type ofemail srver that you have and any importationtasks
are required

Install type Installation Process Setup Process

Software Cryoserver Supportill install the After install, this guide can be uséat
software on your hardware and = a standard singkeompany setup
provide setup guidance. For a multitenant system or any re

branding, some additional support
would be equired.

VM Imageor Request Trial via our website or After install, follow thevM image
HyperV image from one of ourresellers setup guide.
Complete a questionnaire. Additionalinformation for all aspects

Instructions will be providedn of Cryoseverwill be found in this
how to download and install the = guide.
VM Image, set IP addresses and
get started.
Windows Install Windows installers are being After installing, follow the guidance st
developed for Version 9. out here.

Unlike a typical Linufor VM)
install, you will have full access to
the O/S¢ so IP address and disk
allocations will beset up without
special support requirements.
Upgrade / Update = Cryoserver Support or authorisec If you are updating from any previous
an existing resellers will need to update yout version of Cryoserver to Version 9,
Cryoserver system to Version 9. then you will need to complete the
License Setup Wizard.
After this no further setup is required
¢ but you may wish to make use of
some of the new modulessuch as
CryoSMTP service.

Atenant on a There is no Install as such. The Cloud provider will add thew
Cloud Cryoserver = The customer should complete a Company ¢ their Cryoserver following
system G Of 2dzR Odza G 2 Y S M the Multi-Tenant setup guide.
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Administrative tasks for that Compan
are detailed in this guide, but many o
the options may not be available to
the customer unless the Cloud
provider allows it.

After installing Cryoserver, yanay need to follow any provided instructioftg your chosen
platformto set the Hostname and IP address, set up DNS entries and a@dtaagliskallocations.
After this, you may start to access the Cryoserver system. At this point the first thiogjete is
the Setup and License Wizard.

We strongly recommend that you createsaitableDNS name for the Cryoserver systehat will be
used as the Web address for users to access it

Now you can browse to the cryoserver systeinst enter thelP Addresor ServeiHostnameor DNS
Nameinto a Browser. The first time of using Cryoserver Versiypoudvill be presented with the
Setup Wizard

3.2 Setup / Licensing your Cryoserver

FromVersion 9, all Cryoserver systems will need tddseallylicensed. This will help when
providing support and guidanagandwill enable sethelp feaures such asbtaining Upgrade
packages andpps /modules.

Thesinglelicense is associated with a Cryoserdk Y & G y OS QY gKAOK O2dzZ R 0SS |
1 A singlestandalone Cryoserver
1 A Primang Mirror pair
1 A dstributed set of servers controlled by a singld JNA Y NB Q / NB 2 &SNS N
1 Any of the above, when set in Mulfienant mode.

Every new Cryoseer system will defaultto run iiTRIAE Y2 RS X AT HaBbeeni KSNJ f A OS5
provided. This will allow for 30 days usage for all modules. After that they would need to arrange
an extension to the trial period, or to raisgparchaseorder to convert the license into a full license.

Every existing Cryoserver system thsatd be upgraded to Version 9 will neetl@nseto be set up
beforethe upgrade process.

The resellers and distributors of cryoserver will have access to the Liabocationsystan, and
should be able to provide customers with the appropriate licekesys.

3.2.1 Setup/ Licensing a New Cryoserver

A newly installed Cryoserver system will provédeetup wizardo guide you through the
initialisation of key settings.
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a @ nttpsy/fi s.cryoserver.com/setup.do Bo-ad (& Cryoserver - Step 1 - Welco @

m Step 1- Welcome To Cryoserver

License Agreement

License- Trial Id

Congratulations on your purchase of Cryoserver - the most comprehensive email archiving, compliance and forensic system
\dentify Alicense needs to be installed first before Cryoserver can be used

The following screens will take you to the installation process followed by configuration wizard. This wizard must be run to

Confirm + Set the type, scope and usage of this server
+ Register the owner and maintenance contact details
+ Establish a service license, appropriate 10 these requirements

If you have already been issued with a license, please elick on the below button and proceed to install the license

YES 1 HAVE A LICENSE

Ifyou do not have a license, you will be prompted for details and a default 30 days temporary license wil be installed
Please contact your supplier to get the license validated

1DO NOT HAVE A LICENSE

Cryoserver V9.0 POWERED BY

You will be asked to provide your Detajlfor the License.

£ Cryoserver™

Welcome

Step 3 License- Trial Id Section

License Agreement

. . Please Enter/ Check the details below and save any changes.
License- Trial Id
Company Name

A Company
Identify

) Contact Name John Doe
Confirm

Contact Email mbeedell@cryoserver.com

Contact Phone 07886675445

Company Address 123 Company Street, Company Town

Language English -
Country United Kingdom M
Post Code ACO12AB

Then you can set thereferred URL that you and others may access the system. If you have created

a DNS name for the Cryoserver service, then include thisihgrace of the default which would

be the host namef the server. All future emaithat include links to the @oserver web URIsuch

asWLI a4 62NR NBYAYRSND:I gAff (KSy dzaS GKAA LINBTSND

LT &2dz KIS GKS RIEGF FTAES &aF @SR 6KSy &2dz FAff SR
then be usedill in someof the details on the following screets
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e @" https://fcs-pc .cryoserver.com/webwizard/license wizard.do? 'cerEp -8 G \@ Cryoserver - Step 4 - Identif...

Welcome

Step 4 - IdentifyMgyour Cryoserver
License Agreement

. . Cryoserver will be installed and confiy -ed as a Standalone primary Cryoserver.
License- Trial Id
W
Identify Preferred URL Hostname hitps:f mailarchive.acompany.com

Company Details

Upload Cryoserver Questionnaire XML file (Optional):

SMTP Setup
Confirm

The Identity section helps identify the server roles

Runmode: If the propesed configuration is that of a mirrored environment then select the "mirrored” radio button else select the
Standalone radio button for a non mirrored envirenment.
In runmode mirror the storage nodes will be replicated from the primary to the mirror in real-time.

Upload Questionnaire: The questionnaire provides a number of details provided before the appliance was delivered, that are
useful during the setup of this server. By uploading the file these details will be displayed at the appropriate places in this setup
wizard.

Please note it is recommended that the mirror server is configured and put onto the network prior to the configuration of
the primary server.

You will then proceed to enter the Company Detail$here are 4 key parts that you will need to

completec assuming that the Company address and contact details are the same as provided for the
License:
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‘Welcome
Step b - Company Details Section
License Agreement
Please edit and confirm your contact details. These are required 5o as to allow Cryoserver to provide technical assistance if required.
License- Trial ld
Identify Company and Contact Details:
Company Details Tag acomy| % | | Ashort (3 to 16) character name for this company - used in the URL to access the login page
SMTP Setup
Company Name ‘A Company
Confirm
Contact Name Jonn Doe.
Email mbeedell@cryoserver.com
Phone 07886675445
Address 123 Company Street, Company Town
Post Code ACO1 228
Language English -
Country United Kingdom -
Administrator Details:
Usemame Password Email
System Configuration:
Email Domain(s)
Enter email domains used in email addresses for this company
These are used to determine the direction of each email (inbound / outbound elc.) and to
compute the number of Active Email Accounts at this customer
Data Guardians
Add one or more data guardians - these are just email addresses. Additional guardian
addresses may be added later.
These data guardians will receive transcript emails raised by some users accessing that
company’s data
Reference If you required a cross reference to an accounting system or similar, then add that code here. It
is informational only
Cryoserver V9.0 POWERED BY

1. ¢ K $agdlaméisused to identify your companyithin the Cryoserver system. It is used in
the URL when connecting to the system, atgbwhereg as described in other parts of the
Administration Guide.

Thetagname A f f R $ryolsen#¢ but yip@maychange this to a short name that you would
recognise andemember.

7~ ~

SoF2NJ GKS O2YLI yeé yIYSR a! /[ 2YLI ye [URE @6S YI & dz
here:

Company and Contact Details:

Tag acomp A short (3 to 16) character name for this company - used in the URL to access the login page.
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2. The fist Administrator account must be defined. All other accountscludingadditiond

administratorsg can only be added after logging in with this account. So please make sure
you take a note of these settings.

For theUsernamefield: We recommend that you use your standard network login username, or

some familiar usernameg which youl LJLJS yadimingr This is to prevent possible issues later, if
Active Directory LDARnNtegration is configured.

Administrator Details:

Username Password Email

jdoe_admin ssssssseae jdoe@acompany.com

3. Your company may receive mail using a range of diffdeemil Domaing the names that
appear after the @ sign in an email address.

Please include herat leastthe mainemail domairg if LDAP integration is to be set up later, then
the remaining domains can be obtained from there.

Enter each domain in turim the firstboz | Y R AddiNBeied hasie added 2 domains:

System Configuration:

Email Domain(s) %

acompany.com Enter email domains used in email addresses for this company.
cryoserver.com These are used to determine the direction of each email (inbound / cutbound etc.) and to
compute the number of Active Email Accounts at this customer.

4. And you wil need to add at least onPata Guardian. These are just email addresses of any
people that shoulchudit the privileged search @dministrativeactivity.

We always recommend that you provide 2 dgtsardians; or to ensure that they are not giveany
other privileged access.

Data Guardians ssmith@acompany.com

Jlisher@acompany.com Add one or more data guardians - these are just email addresses. Additional guardian

addresses may be added later.
These data guardians will receive transcript emails raised by some users accessing that
company's data

L ¢2dz R YySSR (G2 LINBaa

0 KS sénitiR@Réompadyicdn@tye lisk gf 2 NR S NJ
Data Guardians.
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2 KSy 82dz KI 98 FTAYAAKSRSE LINBaHandb9- ¢¢é (G2 LINRINBAS

We now need to provide a way for emails to be seat from the new Cryoserver system.

You may enter your internal email sengperhapsyour Microsoft Exchangeor an external mail
forwarding servicélike MessageLabs).

Welcome - -
Step 6 - SMTP Setup
License Agreement
License- Trial Id MailServer Address mail.acompany.com
Identify SMTP Connection Type Plain [v] onPort| 25
i (Default SMTP port 25, SSL port 465)
Company Detalils
SMTP Setup Test Email Idoe@acompany.com & TEST SMTP CONNECTION
Confirm
AertTo |
Add one or more data guardians - these are just email addresses. Additional guardian
addresses may be added later.
These data guardians will receive transcript emails raised by some users accessing that
company's data
Alert From il Alerts <mail com=>
Mail Server Address: The IP address of the SMTP server used for sending email alerts.
SMTP Connection Type: Connection type for the MailServer.
Test Email: Test email address.
Cryoserver V9.0 POWERED BY

Cryoserver will send oanalert at the end of each dayusimarising the mails that it has processed
that day. And if there are any issues, the system will also send alerts. You can add as many
recipients for these alerts as you wish. You could aldadie an address provided by your reseller
or cryoalet@cryoserver.com

¢tKS QaSYRSND 2F (GKS&S I f SNltdo¥shatreteSSifhavdtohead S | y &
real address. If you wanted this to have a friendly namefyhe that first, followed by the email
address in <angle brackets>.

CKS abSEGE aONBSY A& 2dad +F O2yFANNEIGAZ2Y LI ySt o
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It will ask for one final confirmation.

And then it applies all of this configuration to the new Cryoserver system, and then restarts the
services.
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