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Exchange 2007 Journaling

Journaling is a feature of an email system that records a copy of every original email that
is sent or received. To perform the Journal copy, the email must traverse the Message
Transport Agent (MTA). This will include internal email, but will include email moved
from one place to another in Outlook using, for example, drag-and-drop. Nor will new
copies be created for email that are edited by the end user in Outlook.

Note: The screenshots used in this document refer to the initial public release of Exchange

2007, prior to the SP1. After SP1, some of the screens have additional options. However
the principal procedure is unchanged.

Envelope Wrapper

The Journal copy of each email will be in a slightly altered format. The original email will
become an attachment to a new email. This ‘wrapping’ email will contain the list of
recipients including:

e Bcc recipients
e All names from distribution groups

e The actual recipient after any redirection rules.

TNEF Data

There is a bug with Exchange 2007 journaling (fixed in Service Pack 1) which means that
the original email in the attachment is formatted in a Microsoft specific format known as
Transport Neutral Exchange Format (TNEF).

Cryoserver has been adjusted to accept and re-format these emails so that they become
fully readable.

Public Folder mail

Exchange 2007 will journal email to and from Public Folder accounts. This is unlike
Exchange 2000/2003, which did not.

Duplicated Email

Unlike Exchange 2000/2003, Exchange 2007 may journal a single email multiple times -
each copy with a different set of recipients in the envelope part.

Due to the nature of Cryoserver, we cannot update an existing email with additional
recipient data - and therefore we expect these mails to be duplicated within Cryoserver.
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Exchange will duplicate a journal mail when the distribution list expansion is offset to a
later time - so the mail is immediately delivered to the direct recipients, and then
separately for distribution list recipients.

Multiple Endpoint Journaling

Normally when you use journaling you will set a single journal end-point — the place where
the journal copies will be sent (in other words, a Cryoserver system). In this case mail
that is sent from one exchange to another exchange within the organization will only be
journaled once (with the exception shown above).

If you have exchanges in different countries, for example, and wish to capture a separate
full copy of all mail sent and received at each location, then Exchange will allow this.

Simple set different Journal End Points for each Mail store or group of stores. Exchange
will recognize this and will duplicate the journal copy for each end-point that applies.

Summary of Actions

To enable journaling of email in Exchange to Cryoserver, the following actions apply:
e Create a connector to route journal mail directly to the Cryoserver IP address.
e Create a contact to link a display-name to the Cryoserver email address.
e Ensure that Cryoserver is set to expect mails in the “Envelope” format.
e Enable Journaling.
e Alert Distribution Group and Relay settings.

This document describes these actions.
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Configuring Exchange 2007 for
Journaling

Configuring Exchange 2007 for Journaling involves four steps:
e Step 1 - Creating a connector
e Step 2 - Creating a contact for the Cryoserver email address
e Step 3 - Ensuring that Cryoserver will accept Envelope email

e Step 4 - Enabling Journaling.

Step 1 — Creating a Connector

A connector creates a path for the exchange system to send outgoing mail for a specific
email domain (the part after the ‘@’ symbol) or range of domains. Every recipient is
checked, and where it matches a connector, a copy of the email will be delivered to the

specified end-point. In this case, it will be the Cryoserver IP address or DNS name (if
established).

The connector must link the domain “complianceinternet.co.uk” to the IP address or DNS
name of the Primary Cryoserver.

Use the following screenshots to guide you through the process.

1. Any name can be used for the connector. It is for your own records.

% Exchange Management Console

File  Action Yiew Help

« = |Em| 2m

33 Micrasoft Exchange & Hub Transport
[=]-1a2e| Organization Configuration = = . . .
&5 Mailbox Fiemote Domainz | Accepted Domalnsl E-mail Address Policies | Transport Hulesl Joumaling  Send Connectors
= JJ Client Access Mame = | Statuz |
=+ Hub Transport L9 Cryoserver Enabled
""" e Unified Messaging L% Exch 2007 to Cryoserver Enabled
=~ & Server Configuration ST PP ) L. Ll
..... _':ﬂ Mailbox Exch 2007 to Cryoserver Properties =
- Client Access
Hub Transport General |Address Spacel Networkl Source Serverl
5= Unified Messaging -
. ) A al
g-2 Recipient Configuration = IF_xc:h 2007 to Cryoserver
g Mailbo: e
----- ¥ Distribution Group
..... 2] Mail Contact Connector status:  Enabled
o Distonnected Mailbox Mocified: Wednesday, November 14, 2007 1:18:32 Fh
-8 Toolbax

2. The Address Space lists the domain name(s) for which this connector will be used.
You can use the * wildcard - but this should not be needed for Cryoserver. Just type
in: complianceinternet.co.uk.
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xch 2007 to Cryoserver Properties
Gerneral Address Space | Netwurkl Source Sewerl

Specify the address space(z] to which thiz connectar will raute mail:

gPAdd X
Cramain | Type I
complianceinternet. co.uk, Fmkp

3. This screen defines how this connector will route the email - and in this case it just
routes to a smart host, which can be the IP address or DNS name of the Cryoserver.

Exch 2007 to Cryoserver Properties

Generall Address Space Mebwork | Source Serverl

Select how ta 2end mail with this connectar;

i~ Use domain name spstem [DRS] "M records to route mail autarnatically
[T Enable Domain Security (Mutual Suth TLS]

" {Houte mail thraugh the Toliowing smart hosts:

caadd TEdit 2
Smart host
COB-EMY-01 . cobourg. jesticowhiles. com

Smart host authentication:

Maone Change... |

[ Use the External DMS Lookup settings on the transport server

Cryoserver uses the Postfix system to accept incoming SMTP mail for the
complianceinternet.co.uk domain. It will error if any other domain is used.

4. In alarger organization, you may have several Exchange servers that route mail (Hub
Transport servers). Select the server(s) for which you need this connector to apply.

Exch 2007 to Cryoserver Properties

Generall Address Spacel Metwork  Source Server |

Agzociate thiz connector with the following Hub Tranzport servers. Alternatively,
you can add Edae Subzcriptions ta this lizt,

B8 Add... | X

Hame | Site | Fiole
COB-bAIL-02 Drefault-First-Site-H ame b ailbox, Clent £
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Step 2 - Creating a Contact for the Cryoserver Email Address

When adding the Journaling rule, you must select a valid user Mailbox (internal journaling)
or a Contact (external journaling). Therefore, to journal to the Cryoserver a contact must
be added to Active Directory to represent the Cryoserver Email Address.

The Cryoserver email address is “cryouser@complianceinternet.co.uk”.

In Exchange 2007 you can add the Contact within the Exchange Management Console:

£3 Microsoft Exchange

FJ---,.._“E Organization Configuration
1 Mailbax

158 Client Access

4 Hub Transport

{47 Unified Messaging
Server Configuration

G Mailbo

2 Client Access

Hub Transport

1 Unified Messaging
= 3 Recipient Configuration
il Mailbox

----- #2 Distribution Group
L] Mail Contact

g3 Disconnected Maibax
-5 Toolbax

! Mail Contact - cobourg.jesticowhiles.com

[ ' ! Some warings were reported while loading data. Click. here for details. ..

I Create Filter

ciyouseri@complianceinternet. co_uk
X400

C=U5 A= :P=Jestico and Whil;0=RAGS :S=cryouser;
External E-mail Address

SMTP:cry a, I ink t.co.uk

i Automatically update e-mail addreszes based on email address policy

(0] 4 Cancel Apply Help

Diizplay Mame  ~ I Aliaz | Fecipient Tupe Detailz | Estemal E-mail dddr

=l Christine Caquineau Chrigtine Caquineau Mail Contact SMTP:c.caguineau

=l CryoSuppart CryoSupport Mail Contact SMTP:support(@co

=l cryouser CIOLEEr Mail Contact SMTP:crpousen@ce

e Doeiao s Lot SHTP:d kukloval@i

cryouser Properties SMTF:jloucka@ies

General I Contact Information | Address and Phone I SMTP: Blahova@

Organization I fember Of E-Mail Addresses | tail Flowe Settings SMTE.E Dolezelovd

SMTF:K.Belohradsk

Every e-mail address type has one default reply address. displaved in bold. To SMTP:M. Suchan@ije

change the default, select an entry in the list, and then click 'St as Reply. To SMTP:m.voprsalove

et ohe address as external e-mail address, click 'Set as External’. SMTPMCA WAL

E -mail Addresses: SMTP:m. zvatek(@je

LJ,}' Add.. - 7 Edt.., Set as Reply  Set as External SMTF:n.viahovici@j

STP:0.M alousekd

Address S TP:p.machar@ije
SMTP

ST teichmani@
SMTP:r loukaotowal@
SMTP:z keser@jest
ShTF: 2. cliftond@jes!
SMTP:g lessenkol@
SMTP:v tonner@jes

You can test the path from Exchange to Cryoserver by sending a test email to the
Cryoserver Contact that was set up.

View the monitoring page in Cryoserver (either via super-user web, or in version 4.2.15
onwards, you can just access: https://<cryoserver name>/cryoserver/monitor.jsp).

You should see this mail arrive in the spool queue and be processed.

spoal size = 0, error queue zize = 0, pracaszed =1

smamt O
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Step 3 — Ensuring that Cryoserver will accept Envelope email

The default setting for an appliance Cryoserver is to expect Exchange Envelope format
email.

To check or alter this setting, you need to log in as a Super User:

1. Browse to your Cryoserver system, and change the URL to:

e User ID on an appliance (Version 4 system):

e User ID on a version 3 system:

2. Click . You then see these options:
Companies r Company details ] Superusers | Manage
Tk |cr-,--:-ser-.-
Marne |Crl,lu:user'.'er

Sl as a2 |Crl,lu:user'.'er Suppork

Contact email |5uppu:-r‘t@cr','nserl.ler.cnm

Contact phone [0s00 zE0 0525
Fetention period months
Catgoing SMTR zeruer |

LDARP cache zize |5,:,,:,

LDAP cache timeout seconds
Login failure lirmit

Lack timmeaout rminutes
Old paszsword liFit

Paszwaord expirg 9990 | days

Maxirnurm =T OEers
paool rmode

O RFZE22Z
O RFC3462
@ Envelope

There are three Spool Modes are:

Standard internet mail.
No BCC data.

Distribution groups are not expanded.

L A standard envelope format, that uses a Delivery Report section.
This lists Bcc and Distribution Group members.

This format is used by Teamware mail system, and is the default
format for the GroupWise collector.
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Two formats created by Microsoft — with Exchange 2007 being
different to Exchange 2000 and 2003.

This lists Bcc and expanded Distribution Group members.

Step 4 - Enabling Journaling

There are now many more options for Journaling in Exchange 2007. In most cases
however, the rule should simply be set to Journal ALL MAIL.

£3| Microsoft Exchange

E||ﬂ‘:5 Owganization Configuration
-l Mailbo

| Client Access

= Hub Transport

~{a% Unified Messaging

= _Ej Server Configuration

5y Mailbos:

Za Client Access

Hub Transport

& Unified Messaging

=5 l} Recipient Configuration

il Mailbax

-#2 Distribution Group

2] Mail Contact

-t Disconnected Mailbox

i Toolbax

! Hub Transport

Remote Domains I Accepted Domaing | E-mail Addresz Policies | Transport Rules  Joumnaling | Send Conn

Mame = | Jourmnal E-mail Address | Scope | Status
[} Cryozerver Journaling criousen@complianceinter..  Global Dizabled
Cryoseryer Journaling Propetties
General I

W ICryosewerJoumaling

Status: Dizabled
Modified:  Tuesday, November 20, 2007 11:21:47 AM

Send Journal reparts to e-mail address:
Icr_l,louser Browse. . |

Scope:
* Global - all messages

" Intemnal - internal messages only

" Esternal - messages with an external sender or recipient

[ Joumal messages for recipient:

I Browse, |

Ok, | Cancel Spply Help

Now check that you can see mail being delivered to the Cryoserver.
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