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Exchange 2007 Journaling 
Journaling is a feature of an email system that records a copy of every original email that 

is sent or received.  To perform the Journal copy, the email must traverse the Message 

Transport Agent (MTA). This will include internal email, but will not include email moved 

from one place to another in Outlook using, for example, drag-and-drop.  Nor will new 

copies be created for email that are edited by the end user in Outlook. 

Note: The screenshots used in this document refer to the initial public release of Exchange 

2007, prior to the SP1. After SP1, some of the screens have additional options.  However 

the principal procedure is unchanged. 

Envelope Wrapper 

The Journal copy of each email will be in a slightly altered format.  The original email will 

become an attachment to a new email.  This ‘wrapping’ email will contain the list of final 

recipients including: 

• Bcc recipients 

• All names from distribution groups 

• The actual recipient after any redirection rules. 

TNEF Data 

There is a bug with Exchange 2007 journaling (fixed in Service Pack 1) which means that 

the original email in the attachment is formatted in a Microsoft specific format known as 

Transport Neutral Exchange Format (TNEF). 

Cryoserver has been adjusted to accept and re-format these emails so that they become 

fully readable. 

Public Folder mail 

Exchange 2007 will journal email to and from Public Folder accounts.  This is unlike 

Exchange 2000/2003, which did not. 

Duplicated Email 

Unlike Exchange 2000/2003, Exchange 2007 may journal a single email multiple times – 

each copy with a different set of recipients in the envelope part. 

Due to the nature of Cryoserver, we cannot update an existing email with additional 

recipient data – and therefore we expect these mails to be duplicated within Cryoserver. 
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Exchange will duplicate a journal mail when the distribution list expansion is offset to a 

later time – so the mail is immediately delivered to the direct recipients, and then 

separately for distribution list recipients. 

Multiple Endpoint Journaling 

Normally when you use journaling you will set a single journal end-point – the place where 

the journal copies will be sent (in other words, a Cryoserver system).  In this case mail 

that is sent from one exchange to another exchange within the organization will only be 

journaled once (with the exception shown above). 

If you have exchanges in different countries, for example, and wish to capture a separate 

full copy of all mail sent and received at each location, then Exchange will allow this.  

Simple set different Journal End Points for each Mail store or group of stores.  Exchange 

will recognize this and will duplicate the journal copy for each end-point that applies. 

Summary of Actions 

To enable journaling of email in Exchange to Cryoserver, the following actions apply: 

• Create a connector to route journal mail directly to the Cryoserver IP address. 

• Create a contact to link a display-name to the Cryoserver email address. 

• Ensure that Cryoserver is set to expect mails in the “Envelope” format. 

• Enable Journaling. 

• Alert Distribution Group and Relay settings. 

This document describes these actions.  
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Configuring Exchange 2007 for 

Journaling 
Configuring Exchange 2007 for Journaling involves four steps: 

• Step 1 – Creating a connector 

• Step 2 – Creating a contact for the Cryoserver email address 

• Step 3 – Ensuring that Cryoserver will accept Envelope email 

• Step 4 - Enabling Journaling. 

Step 1 – Creating a Connector 

A connector creates a path for the exchange system to send outgoing mail for a specific 

email domain (the part after the ‘@’ symbol) or range of domains.  Every recipient is 

checked, and where it matches a connector, a copy of the email will be delivered to the 

specified end-point.  In this case, it will be the Cryoserver IP address or DNS name (if 

established). 

The connector must link the domain “complianceinternet.co.uk” to the IP address or DNS 

name of the Primary Cryoserver. 

Use the following screenshots to guide you through the process. 

1. Any name can be used for the connector.  It is for your own records. 

 

2. The Address Space lists the domain name(s) for which this connector will be used.  

You can use the * wildcard – but this should not be needed for Cryoserver.  Just type 

in: complianceinternet.co.uk. 
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3. This screen defines how this connector will route the email – and in this case it just 

routes to a smart host, which can be the IP address or DNS name of the Cryoserver. 

 

Cryoserver uses the Postfix system to accept incoming SMTP mail for the 

complianceinternet.co.uk domain.  It will error if any other domain is used. 

4. In a larger organization, you may have several Exchange servers that route mail (Hub 

Transport servers).  Select the server(s) for which you need this connector to apply. 
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Step 2 – Creating a Contact for the Cryoserver Email Address 

When adding the Journaling rule, you must select a valid user Mailbox (internal journaling) 

or a Contact (external journaling).  Therefore, to journal to the Cryoserver a contact must 

be added to Active Directory to represent the Cryoserver Email Address. 

The Cryoserver email address is “cryouser@complianceinternet.co.uk”. 

In Exchange 2007 you can add the Contact within the Exchange Management Console:  

  

 

Test 

You can test the path from Exchange to Cryoserver by sending a test email to the 

Cryoserver Contact that was set up. 

View the monitoring page in Cryoserver (either via super-user web, or in version 4.2.15 

onwards, you can just access: https://<cryoserver name>/cryoserver/monitor.jsp).  

You should see this mail arrive in the spool queue and be processed. 
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Step 3 – Ensuring that Cryoserver will accept Envelope email 

The default setting for an appliance Cryoserver is to expect Exchange Envelope format 

email. 

To check or alter this setting, you need to log in as a Super User:  

1. Browse to your Cryoserver system, and change the URL to: 

https://<cryoserver_dns_name>/cryoserver/su 

• User ID on an appliance (Version 4 system): cryoserver_su 

• User ID on a version 3 system: cryoserver 

2. Click Edit. You then see these options: 

 

There are three Spool Modes are: 

RFC822 Standard internet mail. 

 No BCC data. 

 Distribution groups are not expanded.  

RFC3462 A standard envelope format, that uses a Delivery Report section.  

This lists Bcc and Distribution Group members. 

This format is used by Teamware mail system, and is the default 

format for the GroupWise collector. 
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Envelope Two formats created by Microsoft – with Exchange 2007 being 

different to Exchange 2000 and 2003. 

This lists Bcc and expanded Distribution Group members. 

Step 4 – Enabling Journaling 

There are now many more options for Journaling in Exchange 2007.  In most cases 

however, the rule should simply be set to Journal ALL MAIL. 

 

Now check that you can see mail being delivered to the Cryoserver. 


