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Introduction _

Introduction
This document is intended for the Cryoserver end-user and shows you how to use Cryoserver to
search for live and archived email.

Cryoserver is an email archive, storing in real time all the email in/out and around the organisation in
a secure and tamper evident way. This guide aims to show you how to search/retrieve and restore
emails from Cryoserver and to provide hints and tips on how to get the most out of the solution.

Using Cryoserver
Cryoserver allows you to review any email that you have ever received or sent since it started
archiving via various search techniques including:

e Search for emails by sender/receivers/group email addresses

e Selectively search for email with or without their attachments

e Specify words to include or exclude from the search

e Specify words for searching for an exact match or words that sound similar.

You can specify search criteria for one or several words. Cryoserver will rank email and documents
higher than others, according to their relevance.

Finding Help

You can access help at any time by clicking the help link. A pop up window

will appear giving guidance to the page you are on.

Logging In
To access Cryoserver, open a browser window and type in the address that you have been given by
the Administrator. i.e. https://cryoserver or https://emailarchive are popular choices. Or you may

have a shortcut in your email client which links to the Cryoserver User interface.

Cryoserver automatically logs you in. If not, then you are prompted to log in with your network login
name and password:

Types of user

Basic

Basic LDAP This User guide is relevant to all these users.

Privileged

Administrator
Administrator Guide

Data Guardian
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Main Page — Cryoserver User Interface _

Main Page - Cryoserver User Interface
Version 9.x within Outlook

Cryoserver - Search - Outlook

Folder View Add-ns ESET  AdobePDF  Q Tell me whatyou want to do

=1 b gnore . P Browse Groups | Search People ”-
g =
%% Clean Up - - =1 Team Email [ Address Book
New New o e | Rep ore —1| Move o . tore
Erl Ttoma - | S Junk« . ¥ Create New - ) F
New Delete Respond Quick Steps n Move Tags Groups Find Add-ins ~
<

4 Favorites
Inbox 14762 Search ntertace | Log out

Sent Items

Offline Cryoserver

4 robin@cryoserver.com

James

Search email archive

Version 9

Contains the words: @
CryoCloud Search Search Options

I Inbox 14762 word of the day

All Words

[ Subiect or body contains the words.

Drafts [63] [ Find result that have an email attachment [ Search inside attachments.
Sent Items
Email Address: @ Help - Contains the words

I Deleted Items 261 Enter seme words that you are looking to find in your email search. Use the options on the

AETE From - right o specify if the words should be found in the email subject and body text - and/or in the

content of any of the attachments. If you enter multiple words, then choose one of the Any
AVG Virus Vault ith co To - Words/All Words/Phrase options. A * as the last character of a word means to find all words
e that "start with", while ~ at the end will try to match words hat "sounds k"

Infected Ttems [1] Within the date range: @

Junk Email [3402)

Today | 17 Aug 2017 - 17 Aug 2017

b old
Outbox
RSS Feeds

Offline Cryoserver

I Search Folders
I Groups

Cryoserver V8.0 POWERED BY

£ Reminders: 46

Cryoserver - Search - Outlook

Send/Receive  Folder  View Add-ins ESET  Adobe PDF @ Tell me whatyou want to do

% Clean Up~ ¢ 1 Team Email

Search People
[} Address Book

O Browse Groups -

tore

New  New Move Rules OneNote | U

Email Ttems~

f Create New =

& Junk -

New

4 Favorites
Inbox 14762
Sent [tems

Offline Cryoserver

Delete

4 robin@cryoserver.com

James
Version 9
CryoCloud Search
b Inbox 14762
Drafts [63]
Sent Items
b Deleted Items 261
Archive

AVG Virus Vault

Search v

Advanced Search

Quick Steps

Transcript Search v

Search His

Query Results View Message Search Statistics

Date period: onevear [¥]

Start Date & Tima: 17 Aug 2016 | () [00i00

Ené Date & Time: 17 A z017 | ) zaime
Keyords: “wiord of the day
Parties:

From

o

Attachment Names:

Attachmant Keywords.

ory v

Move

Folder Replica

Groups

Add-ins

Switch Identity | Help | Settings

Exports

Only this recipient

Deepfreeze Actions: [100[] ¢ [ 11 > ‘ R 2 Hpves ~ & ;| | ca)
Viewing all 47 results (2.12 seconds]
Infected Items [1]
Junk Email [3402] No.  Direction From / To / Subject Size Sent &
1 From: “Whatls.com To: “robingcryoserver.com ns2k0 08-3un-2017 20:01
Quiiez 2 £, From: “Whatis.com o "robingeryasarver.com 2k 08-1un-2017 20:01
s Feed D B sl iena i oays uman esoures sl (et )
ceds
s g From: whats.com To: “robingeryeserver.com 23318 123un-2017 21:31
Offline Cryoserver G B Stiiec word of e ays 4 oat prorecion recive
I Search Folders a From: “Whatls.corm' To: “robin@cryoserver.com’ 2263 K8 13-Jun-2017 20:01
R T ——
I Groups R From: “Whatts.com To: "robin@eryoserverco g 14-Jun2017 20:01
RN < Qs s e ————
= 8 ees N P P Y— . P—
Version 5.0.0-beta6 (Runaing a5 a Tria .
Done jm]
——T— = = = =  ——T T
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Main Page — Cryoserver User Interface _

Folder  View

Add-ins

ESET

Adobe PDF

Cryoserver - Advanced Search - Outlook

Q Tell me what you want to do

Send / Receive
(=9 gy | iovoe
i Clean Up~
New New o D
Email Items~ 40N
New Delete
4 Favorites ¢

Inbox 14762
Sent Items

Offline Cryoserver

4robin@cryoserver.com
James
Version 9
CryoCloud Search
P Inbox 14762
Drafts [63]
Sent Items
I Deleted ltems 261
Archive
AVG Virus Vault
Deepfreeze
Infected Items [1]
Junk Email [3402]
I old
Outbox
RSS Feeds
Offline Cryoserver
1 Search Folders

Search v

=1 Team Email

d Search

Transcript Search v

Rules OneNote | U

¥ Create New <

Quick Steps ~ Move

Search History v Folder Replica View

P Browse Groups

Groups

‘Swiitch to New User Inter

Only this recipient

Query Results View Message Search Statistics

Date Berod: One Vear (%]

Start Date 8 Time. 17 Aug 2016 | 8 00

£nd Date & Time: 17 aug2017 | 8 [23:5
Asly Start & End Tims Tas First and last day of the date range [
Search Date type: Sent Date. ]

Inciude Exclude

Partes:

From:

"o
Racipiant Coun: any
Aoy keywords to: Messages [Z]subject [] Attachments [ ] Hesders

Keywords: ¥ | "word of the day
Additional Keyword Search: None ()AND () 0R
Attachment Names:
Attachment HIUE Type:
Attachment Count: any
Massage Size oy
Combine with Saved Search: | —select— [Z]

Search People
[ Address Book

Store

Add-ins

Switch Identity | Help | Settings | Sign out

ll results () nly where both searches maich () Excluda any from Saved search
I Groups
o
= & ...
Version 5.0.0-beta.6 (Running as a Trial) robin@cryoserver.com as rbingeman_basic / Robin Work ryssorver* ¥
2 Reminders: 46 (Im)
—— T = = = = = e — T T

Folder View

Cryoserver - Outlock

Q Tell me what you want to do

Send / Receive
= 5 o
%% Clean Up ~
New New o = De
Email Items~ *©"
New Delete
4Favorites N

Inbox 14762
Sent Items

Offline Cryoserver

4 robin@cryoserver.com
James
Version 9
CryoCloud Search
I Inbox 14762
Drafts [63]
Sent Items
I Deleted Items 261
Archive
AVG Virus Vault
Deepfreeze
Infected Items [1]
Junk Email [3402]
b old
Outbox
RSS Feeds
Offline Cryoserver

I Search Folders
I Groups

& e

Total number of search results: 47

Add-ins ESET Adobe PDF
eeting
=1 Team Email
ore

Respond

“Whtls com”

“Watis.com’

“ainstis com

“ainstis com

“finstls com’

“imatis eom

“Wnatis com’

“pnstis com

“Wnatis com

“Wnatis.com

“ainstis com

“instls com’

“Wnstlz com’

“finstls com’

“Wnatis com’

gl bl il bl el b el sl o

“wnatis com’

‘Word of the Day:
"Whatls.com"

To: "robin@eryoserver.com”

aroh ferm: From - whatis

™ Start 17 Feb 2017 End: 17 Aug 2017

47 results found (0.43 seconds)

‘osin@eryeservercon
Rotin Bingeman

abngeyeserercan
roin@eryosenercon
esin@eryosanercons
abin@eryosarverconr
osin@eryoservercon
obin@eryoservercon
osin@eryeservercon
abngyoserer s
roin@eryosenercon
roin@eryosenercon
roin@eryosenercon
abin@eryosarverconr

“robin@eryoserver com”

unicorn

logy terms | August 15,

e

¥ Create New N

Quick Steps I

Susjet
Word ofthe Day: unicom

Word ofhe Day: supsrRasivon

ord of e Day: CompTIA (Comatng Teghnalogy incusty Azsosistion)
iord of ne Day: angne

Word of the Day: mansged sevioe provider (MSP)

Word ofhe Day: suppy chain sustainabiy

Word ofthe Day: Sehvodinger’s ca

Wil » Word of e day

Word ofhe Day: system sministetor (syssamin)

Word ofhe Day: aynamic ink ikrary (BL)

iord of ne Day: amdet

Word ofthe Day: preciion agrizubura.

Word ofthe Day: vsusl anslyics

Word ofthe Day: chef data ffzer (CDO)

Word ofhe Day: Nodajs

Word of the Day: aigorinmi transparency

Whatls.com

unicorn

A unicorn, in an investment context, is a tech startup that is assessed at a

£ Browse Groups

Groups

Search People (e

[ Address Book -
R tore
Find Add-ins ~

17 Mar 2015
=
RS
ek
=ik
nrke
ek
2ske
S
2z
22k
zare
2
nike
nake
B
EETS

nzee

00

Actons: < > ‘

S e

17 Aug 2017

e )

15 Aug 2017 »

a0,
21:31,14 Aug 2017

227,11 Aug 2017

I

2201,10 Aug 2017

208,00 Aug 2017
201,08 Aug 2017
201,07 Aug 2017
216,04 Aug 2017
201,03 Aug 2017
01,02 A 21T
2001,01 Aug 2017
201,31 Jui 2017
21:48,28 Jui 2017
200,27 Jui 2017
201,28 Jui 2017

2232, 25 Wi 2017

~eaD L

Sent: Tue 15052017 2048
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Main Page — Cryoserver User Interface _

G | ] https://robin-pe44d/cryoserver/search.do

£ - @ & 4 cryoserver - search

Cryoserver™

rch « Advan

Query Results View Message
Date Period: One Year [¥]
Start Date & Time: 17 Aug 2016 | f) |00:00
End Date & Time: 17 Aug 2017 | M) |23:50

Keywords: "word of the day"
Parties:

From:

To:
Attachment Names:

Attachment Keywords:

Viewing all 47 results (1.41 seconds)

Transcript Search v

Search Statistics

Search History v

Folder Replica View

Actions: | 100[v|

Version 9.x within a web browser.

Switch to New User Interface | Switch Identity | Help | Settings | Sign out

e Folders «

Only this recipient

1/1

‘i JE  None

Exports

MeahHEHR

No. Direction From / To / Subject Size Sent a P
1 0 From: "Whatls.com" To: "robin@cryoserver.com” 23.92 KB 08-Jun-2017 20:01
Pad  Subject: word of the Day: single sign-on (S50).
O P J y: single sign-on (SS0)
2 0 From: "Whatls.com" To: "robin@cryoserver.com” 22 KB 09-Jun-2017 20:01
0 Pa{  subject: word of the Day: human resources analytics (talent analytics)
3 0 From: "Whatls.com" To: "robin@cryoserver.com” 23.33KB 12-Jun-2017 21:31
o P subject: Word of the Day: EU Data Protection Directive
4 0 From: "Whatls.com" To: "robin@cryoserver.com” 22.62KB 13-Jun-2017 20:01
0 Paad  subject: Word of the Day: Wave Analytics
s &  From: "Whatls.com" To: "robin@cryoserver.com” 23.59 KB 14-Jun-2017 20:01
Version 9.0.0-beta.6 (Running as a Trial) y _com as rbi _basic / Robin Work n
e T— = = e — T T —

The main page has three tabs:

e Search
e Advanced Search

e Transcript Search — (Data Guardian Users only)

e Search History — history of all searches

e Folder Replica View — if licensed & activated the Cryoserver application can sync the folder

structure replicating the users folder structure (Exchange & Office365)

e Case Folders - (Saved Searches) —a workplace for saving emails into a workspace

e Exports — history of emails being exported from the system

Cryoserver V9 Archive User Guide

6|Page



Searching |

Searching

There are four search interfaces; Simple, Standard, Advanced and Search with Preview Pane. All
approaches enable you to generate a list of emails that are ranked according to how closely they
match the search criteria:

e Simple —a modern style interface

e Standard. The Classic search

e Advanced. Enhanced search criteria

e Search with Preview Pane — See Simple User Interface of this guide

Cryoserver V9 Archive User Guide 7|Page



Searching |

Simple

Search email archive

Contains the words: @ Search Options

Any Words -
1] Subject or body contains the words.
[ Find result that have an email attachment [ search inside attachments
Email Address: @ Help
Standard search lets you retrieve emails where you know either the sender or receiver
Separate senders with commas From - details, or the approximate date of the email. The standard method allows you to search the
full text of messages and attachments but with more limited scope for refining the search
Separate recipients ommas To - than the advanced method
Within the date range: 9
Today | 17 Aug 2017 - 17 Aug 2017 &

m Reset

When you log in to Cryoserver, there is a single Search tab. Standard searches are used to retrieve
email where you know any of these details:

e Any words in the subject or body

e Any words inside the attachments

e Emails where there must have an attachment - checkbox

e Who the email was from From, From or To

e Who the email was addressed To, To or From

e Approximate start and end dates when it was sent or received
e Search all correspondence to and from an address.

All the search interfaces have been designed to fully work within the mail client, such as Outlook.

Cryosesver - Search - Outiook

Send/Receive  Folder View Add-ns Help ESET  AdobePDF  Q Tell me what you want to do

P . & : =)
- % Clean Up ~ 3 Team Ema . } Address Book

New New Rules Store

c S &g Junk + reate New =

Email ems - g

Ne
4Favorites ¢

Inbox 14508

£ Cryoserver™

Search

Search email archive

Contains the words: @

Any Words
3 Find result that have an email attachment
Email Address: @
from standard me
To
Within the date range: @
i Today = 22 Aug 2017 - 22 Aug 2017 =
old
=m -
"B 2 @
—— — = = e — = w T .

Cryoserver V9 Archive User Guide 8|Page



Searching |

As an example to search for emails to or from where the Display Name is whatis.com. Please note: If
it were to be a domain name only then you will need to do

This is a domain only search
which includes .com / .de / .uk etc... all level country domains are included. Where as @hotmail.com
will be specifically .com and not .co.uk or any other combination.

Send / Recei

View

New

4 Favorites
Inbox 14508

Sel

4 robin@cryoserver.com

4lnbox 14508

P Browse Groups  Se L
" Team Emai A J Address Book =

Rules Store

Search email archive

Contains the words: @

Folder A Any Words
Folder B M subject or ds
Stub Examples 5] Find result that have an email attachment sttach
Email Address: @ Help - Email Address

- Enter a display name" or "email addres
Deleted Items 254 whatis.com Fromor To - @ . as a wildcard. To find
Archive
To

Deepfreeze
Infected ltems (1]

unk Email [342

Within the date range: @

Today

22 Aug 2017 - 22 Aug 2017

Outiook
nd /Receive  Folder  View
1R % D Browse Groups ! g
881 X Clean Up - " Team Email IS } Address Book
New New o . Rules Store
Email fems= ~©4"* b -
N (s = " Tag: fin Add-in A
4Favorites ¢
Inbox 14508

4robin@cryoserver.com

& iassic Search Interface | Log out

X

Version 9 Today B 22 Aug 2017 ug 2017
Whatis.c Search e

One Week < Aug 2017 b < Sep 2017 >
CryoCloud Search

4lnbox 14508 Contsns Bl . o ks SuMo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

Folder A

One Month
Folder B
Stub Bxamples B Find re Six Months
Dri

Email Addr ~ One Year e
Sent Items
ate

Deleted ltems 254 whatisc  Two Years

AVG Vitus Vault
Deepfreeze

Infect

ms (1]
unk Email [342

old

Offline Cryoserver

Search Folders

Custom Range

Any Date
Within the ¢

Today

P2 Aug 2017 - 22 Aug 2017 =

Groups
= P | R
2 Reminde i
—— e e — = - = x =

Cryoserver V9 Archive User Guide
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Searching |

The data range allows for Quick Dates (shown within the Red highlighted Box) or Calendar Picker.
The calendar picker requires you to select Custom Range. Then you are freely able to select a Start

Date (left calendar) and end date (right calendar).

Cryoserver - Search - Outlook

Send /Receive  Folder View Add-ns Help ESET  Adobe POF

Q Tell me what you want to do

4 Favorites, §

14508

Sent Items

Offline C

4robin@cryoserver.com

& 22 Aug 2017
Today 22 Aug 201
Search el
CioudS One Week < Aug 2017 >
CryoCloud Search
Contains 1
4Inbox 14508 bk Two Weeks Su Mo Tu We Th Fr Sa
One Month
JFind s six Months
Email Addrf One Year
Sent e 2
Deleted ltems 254 whatis.c] Two Years
Custom Range
AV s Vault
Deepfreeze Any Date
Infected ftems (1 Within the

unk Email {3422]

Today | P2 Aug 2017 - 22 Aug 2017

eeds m

Offline Cryoserver

old

Search Folders

Groups

" P Browse Groups

Switchto ¢ arch Intertace | Log out

& 22 Aug 2017
< Sep 2017 >

Su Mo Tu We Th Fr Sa

tains the words

iments

Cryoserver - Results - Outlook

Send / Receive

Folder View Add-ins Help ESET  AdobePDF  { Tell me what you want to do
5 =1
& x e

New New o ¥ Crea

Email ftems~
Ne |

4Favorites ¢

Inbox 14509

yoserver

4robin@cryoserver.com

Contains the words:
Any words

Version 9

From: To:

whatis.com All email addres
Whatis.c

CryoClo

ATnhox 14509 Showing 1-54 of 54

Folder B

Senders

Subject

Stub Examples

Automatic reply- Word of the Day” multimodk

Automatic reply: Word of the Day: Mic:

whatis@lists techtarget com Word of the Day

Deepfreeze

Infect 1 human resources analytic
unk Email (342

e, y: EU Data Pro ctive
Outbox

eeds
whatis@lists techtarget com Word of the Day: Wave Analytics
Offline Cryoserver

Search Folders

native cloud apphicat)

Groups

whatis@lists techtarget

Word of the Day. kiosk

Rules

s (talent analytics)

Store

7-22 Aug 2017

Recipients Date Sent Size L4
om 423 KB

Whatls.com Wed 12

robin@cryoserver com Thu 08/06/2017 20:01 29,87 KB

Mon 77KB
robin@cryoserver com’ Tue 13/06/2017 20:01 2799 KB
robin@cryoserver.com Fri 16/06 26 97 KB
tobin@cryoserver com Tu 6 2807 KB

The top of the page shows the search criteria:

Cryoserver V9 Archive User Guide
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Send /Receive  Folder View Add-ns Help ESET  AdobePDF

4 Favorites, §
inbox 14509 ™
Sent Items

Offline Cryoserver

4 robin@cryoserver.com

Cryoserver - Results - Outlook

Tell me what you want to do

Switch 1o Classic Search Interface | Log out

Contains the words: From: To: Date Ral
e EDIT SEARCH
Any words whatis cor All email addresses 2
Showing 1-54 of 54 1 of1 Show 100
Senders Subject Recipients Date Sent Size &
TR obin@cryoserver cor natic reply 4 of the Day. multime ! Fr 1720 1423 KB
robin@cry om Automatic reply. Word of the Day. Micr Wha Y Ved 12/07/2017 20.1 1422 KB
hatis@lists techtarget cor d of the Day: single sign-on (SSO bin@cryoser r 017 20 ) 87 KB
whatis@lists tec Word of the Day: human resource ytics (talent analytics) robin Fr 017 4 KB
what Day: EU on Dir bin@cryo Mon 17 21 77 KB
hatis e Day: Wave Analytics erver com
Offline ¢
search f
tis@lists te o d of the Day nat 1d application (NCA obin@cryoserver con 116 17 20 J7 KB
Groups
com Word of the Day. kiosk obin@cryoserver com ue 20/06/2017 20 07 KB
= % ®
—— —— = = — — ———r T T =

If the search criteria needs to be refined /
the search panel as shown below.

edited the Edit Search button can be used. This will reveal

Switch to Classic Search Interface | Log out

Search email archive

Contains the words

Any Words
[ Find result that have an email attachment
Email Address
whatis.com From or To
To
Within the date range:
Six Months 22 Feb 2017 - 22 Aug 2017
m Fesst

WNAUS(@ISTSIeCNarget.com VYOra oT Ine way: vvave Anaiyucs

whatis@lists techtarget com

Word of the Day: native cloud application (NCA)

whatis@lists techtarget com Word of the Day: kiosk

Search Options

™ Subject or body contains the words.

[ search inside attachments

Help

Standard search lets you refrieve emails where you know either the sender or receiver
details, or the approximate date of the email. The standard method allows you to search the
full text of messages and attachments but with more limited scope for refining the search
than the advanced method

| Cancel

TODINE@CTYOSErvercom: TUe TSUOIZUTI 2UuT 21K
"robin@cryoserver com” Fri 16/06/2017 20:01 26 .97 KB
"robin@cryoserver.com™ Tue 20/06/2017 20:01 2807 KB

When viewing the results page, each of the results are clickable. When clicking on the results the
email is shown on top of the results as a layer:

Cryoserver V9 Archive User Guide
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Searching |

Folder  View

P Browse Groups  Searc!

- X CleanUp- 1 Team Email 5 adaress Book
Mew New g v - ¥ Craste N Rules Store
Email Ttems - & Junk~ reate New . i
New Delete Respond Quick Steps = Mave Tags Groups Find Addins ~
4 Favorites, < &
Inbox 14509 A v X
settems B Restore  MForward  MPrint More actions... =
Offline Cryoserver
From: “Wnatis com
1ok
robin@ecryoserver.com . [
James
Date sent 08 June 2017 20:01:46 BST
Version 9
Sutject VWO Of e Dy Single Sign-on (SS0) e
Whatis.com
CryoCloud Search
4 Inbox 14509
HTML Email
Folder A
Folder B
Stub Examples Word of the Dav Whatls.com
Drafts [64] pddotes on B - s lur
Sent Items
Deleted Ttems 254 single sign-on (SSO)
Archive
AVG Virus Vault Single sign-on (SSO) is a session and user authentication service that allows an
Deepireeze end user to provide one set of login credentials (such as name and password)
and be able to access multiple applications. The service authenticates the end
nfected Imms () user for all the applications the user has been given rights to and eliminates
Junk Emeil (3422] further prompts when the user switches applications during the same session.
b old
Outbox Although single sign-on is a convenience to users, it can present risks to
e enterprise security because once an attacker gains control over a user's 550

credentials, they can access every application the user has rights to. A major
challenge for enterprise S50 today is not only to integrate a user's network

Seaich Folders logon with local applications, but also to integrate it with mobile and software as
a service (Saas) cloud offerings.

Offline Cryoserver

Groups

In order to prevent malicious access, each aspect of an S50 implementation
[T I S - T should be coupled with multifactor authentication (MFA) and identity
ntitv as 2 seruice (INaas) INaas can he thanght

anvernance services siich as Id

—— = —r i - —

In the top right hand corner there are different Actions.

Cryoserver - Results - Outlaok

Folder Addins  Help  ESET [ a want to do

w = _ = m:j £ Browse Groups

|
&=l X geanp- =3 Team Email

[} Address Book
. Store

Mew  New e Rep 4 ), Rules

& Junk - ¥ Create New .
Email ltems~ “®Junk : reate New !
Mave Tags Groups Find Add

Delete Respond

Inbox 14509
Sent It " -

e G Restore | MForward  MMPrint More actions... -
Offine Cryoserver

From “Whatls com”
4 robin@cryoserver.com

To: Tobingcrycserver com"
ames

Dale Sent 08 June 2017 20.01.46 BS
Version §

Subject single sign-on (SSO)
Whatis.com

CryoCloud Search
4 Inbox 14509

HTML Email Content

Folder A

Folder B

Stub Bxamples Word of the Day

Drafts [64]

Sent tems
 Deleted ltems 254 s|ng|e sign-on (SSO)

Archive
Single sign-on (S50) is a session and user authentication service that allows an
end user to provide one set of login credentials (such as name and password)
and be able to access multiple applications. The service authenticates the end
user for all the applications the user has been given rights to and eliminates

AVG Virus Vault
Deepfreeze
Infected ltems [1]

Junk Email [3422] further prompts when the user switches applications during the same session.
b old

Outbox Although single sign-on is a convenience to users, it can present risks to

oGt enterprise security because once an attacker gains control over a user's SSO

credentials, they can access every application the user has rights to. A major
challenge for enterprise S50 today is not only to integrate a user’s network

b Search Folders logon with local applications, but also to integrate it with mobile and software as
a service (5aas) cloud offerings

Offline Cryoserver

1 Groups

In order to prevent malicious access, each aspect of an S50 implementation
[T - I = BT should be coupled with multifactor authentication (MFA) and identity
povernance services_such ac Identity as a service (INa3s)_INaas can he thouoht

Done

= —r — ——— —_—

AW
The icons represent move Up one result, Down one result and Close message view.

The interface supports moving up and down the results using the Up/Down Arrow keys on the

keyboard.
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The next line of Actions are Restore, Forward, Print and More Actions.

Cryoserver - Results - Outlaok

Send /Receive  Folder View Add-ins  Help ESET  AdobePDF jau want ta do

=B n:: P Browse Groups | Search People -
&1 X Ceanup~ Team Emai [} Address Book
New New 'y F Create New Rules Store
Email Htems~ So Nk 4 Create New - .
Delete Respond Quick Steps ] Move Tag: Groups Find Addine -
aF ] < G
Inbox 14509 A X
sertftems (G Restore  MForward  @Print More actions... »
Offline Cryoserver
From
4robin@cryoserver.com .
a
James
Date Sent
Version 9
Subject
Whatis.com o
CryoCloud Search
4 Inbox 14509
HTML Email Content
Folder A
Folder B
Word of the Day Whatls.com
Drafts [64] oy updates on the iatest tee 1une 8, 2
Sent ltems
Deleted iems 254 single sign-on (5S0)
Archive
AVG Virus Vault single sign-on (S50) is a session and user authentication service that allows an
pecpiecse end user to provide one set of login credentials (such as name and password)
- and be able to access multiple applications. The service authenticates the end
Infected Items 1 N -
user for all the applications the user has been given rights to and eliminates
Junk Email [3422) further prompts when the user switches applications during the same session
old
Outbox Although single sign-on is a convenience to users, it can present risks to
RSS Feeds enterprise security because once an attacker gains control over a user's 550
credentials, they can access every application the user has rights to. A major
Offline Cryoserver §
challenge for enterprise S50 today is not only to integrate a user's network
Search Folders logon with local applications, but also to integrate it with mobile and software as
Groups aservice (Saas) cloud offerings.
In order to prevent malicious access, each aspect of an S50 implementation
B omos B e should be coupled with multifactor authentication (MFA) and identity
onuernance senvices sich as Identity ac a service (IN2aS) INaas can he thausht
Don oo
— = = — - =

Restore — Allows the user to Restore the email back to the logged in user mailbox
Forward — allows the user to Forward emails to their or someone elses mailbox

Print — Printer Friendly version of the email.

More Actions reveals additional Action items, including the ability to Open the email using the local

mail application. A quick reply and reply all using a mailto command. The user is able to reply to the

message. Please note the reply contains a truncated version of the email, limited to 1024

characters. Export the email to PDF, converts the email into a PDF version. Show & Hide Headers to

reveal the metadata behind the email.

To close the message view there are two options. Click outside the message view window i.e. on the

grey area or press the x icon in the corner.

Cryoserver V9 Archive User Guide
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Standard Searches

Cryoserver™ Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Search v Advanced Search Transcript Search » Search History v Folder Replica View Case Folders » Exports

Date Period: One Year [v]

Start Date & Time: 17 Aug 2016 | () | 00:00
End Date & Time: 17 Aug 2017 | fH) |23:59
Keywords:

Parties

From: 4:

= ¥ Only this recipient
Attachment Names:

Attachment Keywords:

When you log in to Cryoserver, the Search tab is selected by default. Standard searches are used to
retrieve email where you know any one or more of these details:

e Date Period — Quick date selector (Today, One Week, 1 month, 6 months...)
e Start Date & Time

e EndDate & Time

e Any words in the subject or body

e Parties —includes Sender & Receivers

e From - Who the email was from Sender

e To-Who the email was addressed to Receiver

e File names of attachments and/or file type

e Any words in the name or body of the attachments you are looking for

e Search all correspondence to and from an address.

Use as many search criteria as possible to achieve the most accurate results. The more criteria you
enter in to the boxes, the closer the results will match what you are looking for.

Note: If you leave a blank field, it is not used for searching.
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The next section gives examples of different criteria:

Search = Advanced Search

Date Period: ﬂ
Start Date & Time: 17 Aug 2016 @ 00:00
End Date & Time: 17 Aug 2017 | [#)  23:59
Keywords:
Parties:
From:
To:

Attachment Mames:

Attachment Keywords:

Transcript Search «

Search History =

1“"

Field Usage/Notes Examples

Date Quick dates This hour, last hour, this morning, this
Period afternoon, today, yesterday...

Start Date  The date to start searching from: startDate Time: M Aug201x @) 00:00

1. Click the calendar icon (@ )
2. Click 13 Aug 2012 [ [00:00 ]

into any of the fields and you can
use the scroll wheel on the
mouse or the Up/Down buttons
on your keyboard to scroll
through the
days/months/years/hours/minut
es

3. Toselect today’s date, click on
the Date Period Drop down and
click Today.

4. Toremove the date from the box,
click the calendar icon & and
then Clear.

End Date & Time: Today

2016 %4

Keywords: August
Parties:

From:

To:
Attachment Names:

Attachment Keywords:

Cryoserver ignores all email sent before
the start date. If you do not supply a
date, Cryoserver starts searching from the
earliest email. This may prolong
searching and return to many results.
Administrators may cap results returned
to a limit of 1000 results, and the search
will be halted. A message such as the
following will appear: “Results are not
complete. A limit of 1000 results per
index is applied by the system
administrator.”

If this needs to be increased please
contact your Administrator, or press the

Cryoserver V9 Archive User Guide
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Full Search button when you review the
query:

End Date The last in a range of dates searched
Click the calendar icon @, then follow
the same steps as for the Start Date Field
(above).
Emails sent after this date are excluded
from the search.
If you do not supply a date, Cryoserver
searches for all email up to the present
moment. This may prolong the search.
Keywords Words to search for in the subject and Review
body of your emails
Additional or words to refine your search  Review, jones
, | OR
Review | jones
Review OR jones
AND terms Review AND jones
AND ; & Review; jones
Review & jones
Keywords will be highlighted in the emails Review
brought up in the Search results
Wildcard searches Revi*
Exact expressions “Jones Review”
Proximity “Jones review”~5
Jones review need to be within 5 words
of each other
Note: Search terms are not case-sensitive
Parties All email sent to and/or from an email a.person@cryoserver.com
address or
a.person
From Sender’s name jbrown
Alias lists in full Name and mail domain:
jbrown@anydomain.com
Mail domain only:
@anydomain.com
info@anydomain.com
Several senders’ names separated by jbrown, fsmith
either comma, OR | mean “or” jbrown | fsmith
A minus sign (-) in front of the name is -jbrown
used to exclude a sender
Wildcard, will search for any jbro*
combinations of characters after the
entered characters. i.e. jorown, jbroom,
jbroadhurst
To Recipient’s name See ‘From’ examples above

Alias lists in full

Several senders’ names separated by
comma, OR | mean “or”

Cryoserver V9 Archive User Guide
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Semi colon; AND, & these mean “AND” jbrown; fsmith
jbrown & fsmith

A minus sign (-) in front of the name is
used to exclude a sender

Attachmen File name of an attachment Anyfile.doc or anyfile.pdf
t Names
You don’t have to know the file type of Goods receipt
the attachment
Several attachment file names can be Anyfilel.doc,anyfile2.pdf
added to search for more than one
attachment.
Or you know the first part Anfil*
Attachments you can search for are all .doc .xlIs .pdf .ppt .gif .jpg
Office attachments, PDF, txt attachments, *.doc
and images doc

Office applications now have additional
file extensions and we would
recommend using .doc* to include
.docx and .doct files as well.

From: robin
To:
Attachment MNames: userguide.doc™|

Attachment Keywords:

=3 B

Attachment Words to search for in attachments Computer

Keywords
Additional Words to refine your Docking station order
search
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Start Searching When you have completed the search

criteria, Click m The

search starts and see a progress bar.
After the search has completed, you
will see the results.

Results are capped, set by your administrator. In the example below capping is set to 10,000 results
per storage node. To override this setting, press Full Search. Please note Full Search may take a
little longer to produce all the results. We would recommend reviewing the search criteria to fine
tune the results.

Attachment Keywords:

s | [

Actions: 10

IResuIts are not complete. A limit of 10000 results per index is applied by the system administrator.l

The following search criteria will find emails sent from whatis(something):

Keywords:

Parties:
From: whatis
To:

Attachment Mames:

Attachment Keywords:

Results of the search:
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Query

Date Period:
Start Date & Time:
End Date & Time:
Keywords:
Parties:
From:
To
Attachment Names:

Attachment Keywords:

Results View Message Search Statistics

one Year [v]
17 Aug 2016 | ) 00:00
17 Aug 2017 | [ |23:59

whatis

Viewing all 47 results (1.23 seconds)

No.. Direction
DR
DR
DR
© R

From / To / Subject

From: "Whatls.com” To:

Subject: Word of the Day: single sign-on (SS0).

From: "Whatls.com" To:

Subject: Word of the Day: human resources analytics (talent analytics)

From: "Whatls.com" To:

Subject: Word of the Day: EU Data Protection Diractive

From: "Whatls.com” To:

Subject: Word of the Day: Wave Analytics

Cryoserver V9 Archive User Guide

“robin@cryoserver.com”

“robin@cryoserver.com"

“robin@cryoserver.com"

“robin@cryoserver.com”

Actions: | 100[v] <

Only this recipient

1/1 )‘i 1

None

Size

23.02 kB

22KB

23.33 KB

22.63 kB

Sent P
08-1un-2017 20:01
09-Jun-2017 20:01
12-Jun-2017 21:31

13-Jun-2017 20:01
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Advanced Searches
To the right of the Search tab is the Advanced Search tab. This allows for more complex searches to
be conducted. The left hand side boxes are Include terms and the Right hand boxes for exclusion of

terms.

Include

Exclude

Parties:
From:
To:

Recipient Count:

whatis

Any

Apply keywords to:
Keywords:

Additional Keyword Search:

¥

@ None (AND | ) OR

Messages Subject Attachments

Headers

Attachment Names:

Attachment MIME Type:

Attachment Count:

The advanced search is broken into 5 sections:

vk wnNE

Date / Time
Email Addresses and Number of Recipients

Combine a new search with a saved search.

Attachment Names, Types, Number of Attachments, Size of Email

Keywords — Body, Attachments, Header with Spelling Stems. Sound Similar, Proximity

As with the standard searching, the Advanced Search is for more sophisticated searching. By

completing relevant sections you can filter your search to achieve more exact results.

Search = Advanced Search

Transcript Search »

Search History =

Folder Replica View

Folders =

Date Period:
Start Date & Time:
End Date & Time:

Apply Start & End Time To:

One Year |v
17 Aug 2016 ) 00:00

17 Aug 2017 B) 23:59

First and last day of the date range ~]

Search Date type: Sent Date 2
Include Exclude
Parties:
From: whatis
To:
Recipient Count: Any
Apply keywords to: Messages Subject Attachments Headers
Keywords: ¥
Additional Keyword Search: @ None AND OR
Attachment Names:
Attachment MIME Type:
Attachment Count: Any
Message Size: Any
Combine with Saved Search: -- select -- ﬂ
'6‘ All results Only where both searches match Exclude any from Saved search

Cryoserver V9 Archive User Guide
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The Keywords boxes can entertain complex searching. The boxes expand on the amount of entries.

Apply keywords to: Messages Subject Attachments Headers

Keywords: ¥ (keywordl AND keyword2) OR (keyword3 AND keyword4) OR
(keywords AND keyword6) OR (keyword? AND keyword8) OR ~
(keyword9 AND keyword10) OR (keyword1l AND keyword12) OR 4
(keyword13 AND keyword14) OR (keyword15 AND keyword1g])

Additional Keyword Search: @ none AND OR

Attachment Names:

Attachment MIME Type:

Advanced searching methods consists of:

e Searching keywords in the message body

e Keywords in subject

e Keywords in attachments

e Keywords in the headers — can be used for identifying classification tags

e Searching for email only, attachments only, or both together.

e Searching for words individually or together.

e Choosing whether to search for exact words, derivations, or words with similar spelling.

Alternatively, clicking on the following double arrow icon reveals additional granular functionality:

Apply keywords to: Messages Subject Attachments Headers
Keywords:
Additional Keyword Search: @ None AND OR

Attarhmant Namea:

Will expand the Keywords panel to reveal Proximity Drop Down Menu, 3 additional keyword boxes
with radio buttons.

Apply keywords to: Messages Subject Attachments Headers
Include A Keyword 0 ,ﬂ ;I Exclude Keyword 0 /ﬂ -=I
All of these words '?" All of these words | v .?-.
. L All keywords must be in at @
All keywords must be in at = =
L} least one of the selected L]
least one of the selected = _
()] message parts (Message/ ®

message parts (Meassage/

Attachments/ Headers). Attachments/ Headers).

Additional Keyword Search: @ none AND OR

Attachment Names:
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Highlighted in red are the ability to determine all of these words as well as to achieve proximity

searches.

Headers

Messages Subject

Attachments

0 g =

Apply keywords to:

A

Include

All of these words

All keywords must be in at
least one of the selected
message parts (Message/
Attachments/ Headers).

Keyword

Additional Keyword Search: -_.:_Z- MNone AND OR

All of these words

Exclude Keyword

All keywords must be in at
least one of the selected
message parts (Message/
Attachments/ Headers).

Attachment Names:

When you click on the

will reveal an additional search panel:

This allows you to do Spelling Stem & Sound Similar search terms, as described in the next section.

Apply keywords to: Messages Subject Attachments Headers

>

Include Keyword

All of these words

All keywords must be in at
least one of the selected
message parts (Message/ ®
Attachments/ Headers).

Additional Keyword Search: @ None AND OR

Cryoserver V9 Archive User Guide

Exclude

All of these words

All keywords must be in at
least one of the selected
message parts (Message/
Attachments/ Headers).

Keyword
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Field Usage/Notes

Examples

To search
messages
without their
attachments
select
Messages

Search Area

Apply keywords to: Messages

To only search
attachments,
select
Attachments

Apply keywords to: Messages Subject Attachments

To search for
messages and
their
attachments,
select
Messages and
Attachments

Apply keywords to: Messages Subject Attachments

Keyword Search Type in words
to be search
for, where “All
of these
words”

AND

Include

Apply keywords to:

This searches for all emails and attachments where all of
these words are included.

Subject Attachments Header

Q7=

Messages

ﬁ Keyword

All of these words jack If'l

All keywords must be in at

jill
hill

lzast one of the selected

message parts (Messags/
Attachments) Headers).
One of these

criteria for

each keyword

or set of

keywords:

OR Additional Jack jill hill
Keyword Apply keywords to:
Search A
Any of the Include N
words to Jack

jill
search on Any of the keywords must hill

Messages

Keyword

appear.

Subject [+] At

Additional
Keyword
Search

All of these
words will be
searched for.

WITHIN 5 WORDS Jack jill hill

Cryoserver V9 Archive User Guide
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Apply keywords to:

Include

Close together K21

All keywords must appear,
separated by up to 5 words.
Stem and Sounds-like options
are ignored,

A

Messages

Keyword
jack
jill
hill

No modifier No modifier:

0 Used to
search for the
specified
keyword.

Jack

Spelling stems Spelling Stems:

Used to
search for
words that may
be derived
from a root
word.
Derivatives are
ranked lower
than words
that exactly
match the
word specified.

Jill, jilly, jillian
Or

Halt, halts, halting, halted

Sounds similar Sounds similar:

=

Searching for “Microsoft” returns “microsite” and

“microscope”

Cryoserver finds “foam” when you search for “roam”.

“Owl” will return “bowl”

“Hill” will return bill, sill, fill ....

Example of a complex search:

Include ﬁ Keyword 0‘ & =
Close together ﬂ jack ® -
jill -
All keywords must appear, hill @
separated by up to 5 words. — =
Stem and Sounds-like options @
are ignored,
Proximity Group these
All of these words |1
words
All keywords must be in at
l=ast one DF:thE'EFIEﬁEd ,
. message parts (Message/
Used to specify Attachments, Headers):
the scope of
the keywords.
You can match
phrases such as
“Application on
Cryoserver V9 Archive User Guide 24| Page
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the Internet”
with the
keywords
“applications”
“internet”

All of these
words = all the
words entered
into the boxes
must reside in
the message

Close together
=a maximum
of 5 words
separating
each word.

Fairly close = a
maximum of 20
words
separating
each word.

Any of these
words = the
words can
reside
anywhere in
the email.

Please note
stop words, i.e.
“a” “I” “the”
“of” etc... are
ignored. i.e. 1,
2 character
words or stop
words are
ignored.
Exclude Your choice of
words.
Messages
containing
them will be
excluded from
the search
results.

Specify the
words that
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should be
excluded from
the search in
Keyword
boxes.

Follow the
procedures for
Keyword
Search and
Proximity.

By clearly defining your search criteria, the results will be high quality results. Once the criteria has

been defined press .Dependent on the complexity of the search criteria defined,

results may take a little longer to complete on screen.
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Analysing Search Results

If the search cannot find a match, you will see the following message:

“No messages matched your search criteria, please try again.”

From: joe.bloggs
To:

Attachment Names: userguide.doc

Attachment Keywords:

No messages matched your search criteria, please try again.

To improve the chances of finding the email, try broadening the search by:

e widening the date range

e removing the start or end date

e reducing the number of keywords

e removing all or reducing the number of recipients.

Cryoserver V9 Archive User Guide
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Auto Suggest

To help with more accurate searching Cryoserver now supports auto suggest, which works
particularly well with email addresses. By typing within certain boxes and pressing CTRL & SPACE
after typing in three or more characters, a drop down suggestions list is provided, as shown in the
following screenshots. This can help users find the email more swiftly.

Search term: From OR To - rob

1L Start: 23 : 22
I'VOSEI'VBI’ fart 23 Feb QUE L M2l rob.ashall@alpaca.uk.com

rob_blair@preemacleaning.co.uk

Doc From To Subject rob_brown@scc.com

Please choose a date range and/cr one or more fields to search upon, together with one or more keywords, and then press search.

Press one or more of the following icons to search for the required field.

B2 senders name(s) or emall address(es)

DI Recipient's name(s) or email address(es)

ad search for words in the subject or email body text

> 0>

¢

a{ Search for words that were extracted from all attachments

Cryoserver"‘ Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Advanced Search ¥ Transcript Search ¥ Search History » Folder Replica View Case Folders v Exports
te Period ths [v]
rt Date & Time: 23 Feb 201 B8 oo0:00
End Date & Time 23 Aug 2017 | [l |23:59
Keywords.
Parties: b N
From rob.ashall@alpaca.uk.com 4:

= 2 Only this recipient

rob.blair@preemacleaning.co.uk

rob.brown@scc.com

rah avarc@ruenia Fa ik
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Right Mouse Click

Cryoserver provides right mouse click on the search results to enable the action icons to be available
from the results page. This helps users to access the Action icons displayed on the Message view
page from the results page, removing the need to have to open a message to restore a message or
any other action.

Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Search History « Folder Replica View olders =
Query Results View Message Search Statistics
- M . S ’ o
. Actions: | 100[%] 141 I.i. y LE hoe Mo B BERAd
Viewing all 55 results (1.63 seconds)

No. Direction From / To / Subject Size Sent a @
i Tos "robin@cryoserver.com” 29.87 KB 08-Jun-2017 20:01

(|

2 Open com" 26.84 KB 09-1un-2017 20:01

tics (tal

O T Reply

3 From: “Whatls.cor com 28.77 KB 12-Jun-2017 21:31

0 ﬁ Subject: Word of the Day: EU Data Protection Directive Reply Al

4 ’0‘ From: Export to PDF om” 27.99 KB 13-Jun-2017 20:01

Subject:

O - b Download as .em|

’ Restore to Inbox o 29,59 KB 14-Jun-2017 20:01

O

Forward to Inbox
6 corm 29.66 KB 15-Jun-2017 20:01
ring
O
7 To "robin@cryoserver.com 26.97 KB 16-Jun-2017 20:01

Search Summary
Emails that match the search criteria are listed in order of relevance.

For each email, the header information including date, time and size is displayed. The first few lines

of the email are also shown, and a paperclip symbol ( / ) indicates the presence of attachments.

Keywords that you specified for your search will be highlighted.

Keywards: Dominos
Parties:

From: $:

To: ¥ Only this recipient
Attachment Names:

Attachment Keywords:

[sors | o

actions: 0olw]| < | alrn 3| b @ BE e MEaBRER&S

Viewing the only result (1.73 seconds)

No. Direction From / To / Subject Size Sent a @
&, From: Domincs To: robin.bingeman@cryaserver.com 14348 07-Mar-2017 18:06
Paa{  Subject: win 2 Dominos Gift Card

Quick Sort

Press an underlined column title to sort the order. i.e. clicking on the sent heading will sort in data
. . . Sent

order, sent ¥ clicking for a second time will reverse the order e

Cryoserver V9 Archive User Guide 29| Page



Keyword Summary [

Keyword Summary
The system can show a short summary of the email content, with any search keywords highlighted.

The administrator may turn off summary view or you can adjust this via your preferences

to show None, 3 lines preview, 6 lines preview.

Message Summary Setting

Message Summary: Dafault (Use company level setting: Short)
l'::.:] Mo (Mo message summary)
Short (Max 300 characters)
Lang (Max 500 characters)
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Action Buttons

Actions: 100 £

1.f'1)|ii°l,ﬁ Mone élﬁﬂﬁ

Page Size Select a number from the drop-down menu to change the page size, number of
results shown.
Bctions: mﬂ -
Navigate from Page 1/ 7, to Page 4 / 7 enter a number into the box:
Page < /1 %
Number
To save this search, click on:
Store to —
Folder
)
. .ﬁl
Customise the sort order: z
Sort Order This is in addition to the Quick Sort by clicking the column titles.
l" l,; Mones

Print Results

a

Print the results, click on:

A separate browser window will show that is optimised for Printing.

(= Cryoserver Search Results - Windows Internet Explorer
Bl Edt  Yew Favortes Jook  Heb

e Favortes %y v B o - Page~ Sefety~ Tods~ @ BN W NI & = 3

Cryoserver V9 Archive User Guide
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Sorting Search Results

There are two ways to sort your search results:

e Click Customise Sort Order. A pop-up list box is displayed showing default criteria of: From,
To, Date Stored, Number of Attachments, Size, Subject and Relevance. You can click
Ascending or Descending to change the sort order.

Switch to New User Interface | Switch Identity | Help | Settings | Sign out

1 History » Folder Replic

Actions:  10¢
Viewing all 55 results (1.63 seconds)

No.  Direction From / To / Subject
1
LR

2

%]

bl sul

4 $,

DL

.
&

elevance
eAscending CDescending

Or

e Click any of the underlined column headings or the paperclip symbol (“ ). These will sort
based on the selection chosen. Sent is selected with the list ascending.

No. Direction From / To / Subject size Sent a 2

Sorting on Additional Criteria
To sort on additional criteria, click Plus (+) to add an item to the list and then click Submit. To
remove an item from the list, click Minus (-).
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Viewing Messages
This section describes how you can view your messages.

Query Results View Message Search Statistics

Actions: | 100[v]| ¢ 11 \l,i, B JE none M o= [ Ha G

Viewing all 55 results (1.63 seconds)

No. Direction From / To / Subject Size Sent & @
1 atls.com” To: "robin@cryoserver.com 29.87 KB 08-]un-2017 20:01
O ord of the Day: single sign-on (SSC)

2 atls.com” “robin@cryoserver.com 26.84 KB 09-Jun-2017 20:01
O ord of the Day: human resources analytics (talent analytics)

3 To: "robin@cryoserver.com 28.77 KB 12-Jun-2017 21:31
o EU Data Protection Directive

4 To: "robin@cryoserver.com” 27.99 KB 13-Jun-2017 20:01
’—| W

5 s.com” To: "robin@cryoserver.com” 29.59 KB 14-Jun-2017 20:01
0O d of the Day: erasure coding

6 Whatls.com To: "robin@cryoserver.com 29.66 KB 15-Jun-2017 20:01
0 word of the Day: social engineering

7 o From: "Whatls.com" To: "robin@cryoserver.com” 26.97 KB 16-Jun-2017

O P2l  Subject: Word of the Day: native cloud application (NCA)

8 To: "robin@cryoserver.com” 29.51 KB 19-Jun-2017 21:46
|:| serverless backup

g To: "robin@cryoserver.com” 28.07 KB 20-Jun-2017 20:01
0 y: kiosk

Click on the chosen message and the message will be retrieved from the archive and displayed on
screen, as below.:

Cl’yoserverm Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Search = Advanced Search = Transcript Search = Search History = Folder Replica View Case Folders v

Query Results View Message Search Statistics

Select this message for further action(s)

Actions: € 2/53 ¥ I"\«\@iﬂ&idﬂ

From: "Whatls.com" <WhatIs@lists.techtarget.com>
To: "robin@cryoserver.com" <robin@cryoserver.com>
Date Sent: 18 August 2017 20:01:34 BST

Attachments: (none)

Subject: Word of the Day: Microsoft Windows Defender

Word of the Day Whatls.com

Daily updates on the latest technology terms | August 18, 2017

Microsoft Windows Defender

Windows Defender is Microsoft's antimalware software. Defender works with
Windows Update to automatically install new virus definition files as they are
published and provide computers using the Microsoft operating system (OS)
with both real-time and anytime scanning options.

Cryoserver V9 Archive User Guide 33| Page



Viewing Messages _

) Results
e Toreturn to the results, click on on the breadcrumb tab:

Query Results View Message Search Statistics

. Query
e Toreturn back to the query, click on

The email displayed shows Recipient, Sender, Date, Size, Attachments, Subject.

From: "Whatls.com" <Whatls@lists.techtarget.com>
To: "robin@cryoserver.com” <robin@cryoserver.com=
Date Sent: 18 August 2017 20:01:34 B5T

Attachments: (none)

Subject: Word of the Day: Microsoft Windows Defender
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Action Bar within the preview of an email. _

Action Bar within the preview of an email.

Actions: < 2 /53 ? I"\«'\@EIEiCEE

. < - Navigate back one result

. > Navigate forward one result

2753
. - 2" message of 53. To leap to the 33" message, type in 33 and press Enter

. an I Reply to the email straight from the archive. This will restore a truncated message
and use your local default mail client to reply to the sender of the email.

. “. Reply to all — this will restore a truncated message and use your local default mail
client to reply to all of the senders & recipients of the email.

¥
. u - Restore Via IMAP/EWS — will restore the original email into your mailbox on the

original day
a

= Printer friendly version

- Cryoserver Email - Windows Internet Explorer

File Edit View Favorites Tools Help

5.7 Favarites G- B8 | s v Page~ Safety~ Tooks~ @~ L.@ @ = 3

From: PizzaExpress <p ions@mail pi com>
To: robin bingeman@cryoserver.com

Date Sent: Friday, January 07,2011 4:21 AM

Subject: New year, new menu and half price pizzas

PIZZ&
EXPRESS

Introducing

Dough Balls with

fes o e
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Action Bar within the preview of an email. _

Advanced Window Heb
G oesterte - S comtinnfies - ]Ewet + 5] Stiesti - Socwe = Sgn - (3] Fome -5 Roview & Commert +

(i N N ) | ®®(sel| o

Bl

° 'i' - Download the email as an .EML file. If you are using Outlook 2010, this will open
directly into your Outlook client.

Hd9 0« #|5 New year, new menu and half price pizzas - Message (HTML)

NG | Message o o

% (¥ Mark Unread

2 P T\ = t‘% (23 V6 Local Archive L A 2 a“ A ©
= x _'é l_A —$ @' \_{‘Tol‘.!anager he “—I @ Categorize' 5 %' \i

o B R

~+ Delete Repl Reply Forward . = Move Assign Translate Zoom
& v A”y ﬁ“e ~ | (33 Team E-mail i - [ ;ohcg.j. ¥ Follow Up ~ v s~
Delete Respond Quick Steps ) Move Tags Editing Zoom
From: PizzaExpress <promotions@mailpizzaexpress.com> Sent: Fri07/01/2011 04:22
To: robin.bingeman @cryoserver.com
Cc
Subject: New year, new menu and half price pizzas
&
-
|
menu and haif price pizzes =
e emsil in full | Unsubscribe

4

_Introducina

o See more about: PizzaExpress. A

Older Outlooks can open .EMLs
Outlook 2003 — you will need to download a Microsoft patch:

http://support.microsoft.com/kb/967346

Outlook 2007 — you will need to download a Microsoft patch:

http://support.microsoft.com/kb/956693
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Forensic Stamping _

[+

. Cl - Standard Forward to your inbox. The email will be forwarded from Cryoserver into
your mailbox. The email will be attached to a new message, preserving the original header
and metadata.
]

. - Forward to Inbox. Email will be restored as a standard message to your inbox and
the original header information is not maintained.

Forensic Stamping

At the bottom of the message page are some additional information relating to Cryoserver
storage:

Stored in Cryoserver: Fri Jan 07 04:26:57 GMT 2011

Store Ref: uk-1ln-sn-001/201011

Unique Message Signature: PVd+xJ2u/bIHKhokKC+gJA==

Hash Value: 00031133FEO6ECB6F64B1A34FE6DI92E717648B76

Original Message ID: <9da06bba68f33347092ccedc2bab7b7b@mail.pizzaexpress.com>
Security check passed. This message is intact and can be trusted.

The key element is the last line: “Security check passed. This message is intact and can be trusted.”
—this indicates the message has not been altered during the life of being in the archive, and is of
evidential quality.
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Viewing messages with attachments

From: Richard Metcalfe <richard.metcalfe@evolutionjobs.co.uk=>
To: robin@cryoserver.com
Date Sent: 27 February 2017 16:58:53 GMT
Attachments: ITop 10 Uni BSc Grad 7347894.doc (118.4 KE:}I
Subject: The future of your team?
Hi Robin,

Under the date line there is an attachment.

Attachments: Top 10 Uni BSc Grad 7347894.doc (118.4 KB)

The attachment is hyperlinked. To open the attachment click on the file name hyperlink.
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Search Statistics & Get Email List

Query Results

View Message

Search Statistics

Lucene Query: (((attachment_name:*.doc* OR attachment_name:doc* ) )) AND (contributor_b_email_address:robin@cryoserver.com OR viewer_p_email_address:robin@cryoserver.com OR
contributor_b_email_address:robin.bingeman@cryoserver.com OR viewer_p_email_address:robin.bingeman@cryoserver.com)
Date Range: FriJul 21 00:00:00 BST 2017 to Mon Aug 21 23:59:59 BST 2017 , Date Type: Sent Date

uk-In-sn-003/cryoserv/email/201706 | Results: 41 | Time: 30 ms
uk-In-sn-004/cryoserv/email/201706 | Results: 37 | Time: 40 ms

Total Search Time: 1.73 seconds
Total Search Results: 78

The search statistics tab provides information about the search criteria, search speeds.

It now provides Get Email List

Get Email List

. This enables you to export the email

addresses from the search, which can prove useful for building a list of email addresses for a

mailshot or other requirements. The email addresses can be exported to Excel / XML / CSV file.

Search ¥ Advanced Search «

Transcript Sear

Search Histol Folder Replica View

Query Results

Lucene Query: ((viewer_b_email_fullnam
contributor_b_email_username:whatis.com
contributor_b_email_address:robin.bingem
Date Range: Thu Feb 23 00:00:00 GMT 2

uk-In-sn-501/cryoserv/email/201701 | Res
uk-In-sn-001/cryoserv/email/201611 | Res
uk-In-sn-002/cryoserv/email/201611 | Res
uk-In-sn-002/cryoserv/email/201703 | Res
uk-In-sn-003/cryoserv/email/201702 | Res
uk-ln-sn-004/cryoserv/email/201702 | Res
uk-ln-sn-004/cryoserv/email/201706 | Res
uk-ln-sn-003/cryoserv/email/201706 | Res

Total Search Time: 1.63 seconds
Total Search Results: 55

Get Result Size Get Email List

(2 Cryoserver - Email List - Internet Explorer

Export to: Excel | XML | CSV

User

Sender
robin@cryoserver.com 2
whatis@lists.techtarget.com 53

Recipient Total
53 55
2 55
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Search History

Just like your web browser history, Cryoserver now offers a similar history facility of Cryoserver
searches enabling to replay a search. Complex searches & regular searches can be reloaded. The
Search History now includes a roll over showing the search criteria.

™

Search- Advanced Search Transcript Search- Search History List~ Case Folders- Exports

Search History

Date Feriod v
Stort Date & Time B oo 1. 12-Apr-2017 14:30 (Results:24584
End Date & Time: 20 Apr 2017 @ 23:59 2.12-Apr-2017 13:03 (Resulis:53)
Keywards 3.12-Apr-2017 13:03 (Results:53)
Parties: 4. 12-Apr-2017 13:01 (Results:52)
- Start Date : 12 Apr 2017 00:00:00 GMT+00:00 End Date : 12 Apr 2017 23:5%:58
From D 5. 11-Apr-201guT+00:00
To:

. 11-Apr-2017 08:14 (Results:315)
09-Mar-2017 17:39 (Results:1)

tachment Names

Atachment Keywords

@ - o>

09-Mar-2017 17:26 (Results:1)
09-Mar-2017 17:18 (Results:0

i
i

10. 09-Mar-2017 17:17 (Results:13)
11.09-Mar-2017 17:17 (Results:13)
12.09-Mar-2017 17:16 (Results:13)
13.09-Mar-2017 17:16 (Results:1

AND selecting Search History:

Advanced Search v Transcript Search + Search History » Folder Replica View Case Folders « Exports

Recent Searches(5841) Saved Searches(88) Scheduled Searches(2)

History Period: Any Date  [v]
Date Range: No Date

Find in history:

Search Type: All [v]

1 to 10 of 5841 results Actions: 10 ﬂ 1/585 >
No. Type Search Terms Num Results Date Issued Actions

1 Std Attachment Names: *.doc™ Start Date : 21 Jul 2017 00:00:00 BST End Date : 21 Aug 2017 23:59:59 BST 78 21-Aug-2017 07:59 C B x
2 Std Attachment Names: *.doc™ Start Date : 21 Aug 2016 00:00:00 BST End Date : 21 Aug 2017 23:59:50 BST o 21-Aug-2017 07:58 C H x
3 Std Attachment Names: *.doc* Start Date : 21 Feb 2017 00:00:00 GMT End Date : 21 Aug 2017 23:59:59 BST o 21-Aug-2017 07:57 C H x
4 Std Attachment Names: *.doc Start Date : 21 Feb 2017 00:00:00 GMT End Date : 21 Aug 2017 23:59:59 BST 63 21-Aug-2017 07:54 C B x
5 Std Keywords: "Word of the day" Start Date : 21 Feb 2017 00:00:00 GMT End Date : 21 Aug 2017 23:59:59 BST 53 21-Aug-2017 07:46 C H x

° - allows you to replay the search again at the original time of the search conducted
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=

. - To give a search a name and to be listed under the Saved Searches press the Save

icon, which will continue to a pop-up:

Search v Advanced Search v

Transcript Search »

Search Histo

Folder Replica View

Case Folders »

Exports

Recent Searches(5841) Saved Searches(88) Scheduled Searches(2)

.

History Period: Any Date

2 = =)
Date Range: No Date (2 Edit Search - Internet Explorer = |
Find in history:
Search Type: Al
Search Name:  [Search Names]
Description:
1 to 10 of 5841 results
No. Type  Searg
1 std Attaclll| Search Details:  Attachment Names: *.doc* Start Date : 21 Jul 2017 00:00:00 BST End Date : 21 Aug 2017 23:59:59 BST
Date Range: .
2 std Attad
Shorteut Link: story_se _history_id=206938is_saved=true
Schedule:
e Std Attac] Daiyon [AMon [Tve [Jwed [JThu []Fri []sat []sun
O Monthly y :
4 std Attad Start at o after: D 6am Q) Spm O 104
5 s Keyd [ sove ] sove o rete uthook rlder_|
6 std Keywd
7 std Keywd
8 std Keywi =

Actions:
Date Issued

[21-Aug-2017 07:59

[21-Aug-2017 07:58

[21-Aug-2017 07:57

[21-Aug-2017 07:54

21-Aug-2017 07:46

[21-Aug-2017 07:39

[21-Aug-2017 07:39

[21-Aug-2017 07:38
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Case Folders _

Case Folders

Alternatively you can combine searches into Case Folders, moment in time searches which allow
multiple searches to be combined into a single case folder. Case Folders enables for searches to be
saved, enabling for these results to be reviewed at another time.

)
L

Complete a search. Press the store to folder action icon. A pop up window will appear.

= Cryosenverstore o€

ryose rve rm New User Interface | Switch Identi]
Advar Case Folders =
Query
Date Period: One
Start Date & Time: 2134 Description: |‘
End Date & Time: 21 A T
Keywords:
Details Items Created On Updated On
I3 Title: Pizza 72 12:24 15:3
15/02/2013 03/03/2015
From:
Pizza Search
3 Bcipient
o Store to This P
Attachment Names: = do 5
. Title: For Merlin to pass 50 12:58
Attachment Keywords: 27/ai/a01s
n‘ Store to This
|
Title: VCSL 14 15:48 15:48
18/02/2015 18/02/20
Store to This
a -
% | None v| =
L. Title: BTG 0 1111 11:20 1“ J = ‘
Viewing all 78 results 10/03/2015 10/03/20
. . Store to This X
No. Direction From / size
Title: zdnet 231 15:05 15:05
1 0 From: M 23/03/2015 23/03/2015 109.89 KB
0 bl  subject: zdnet search
2 From: 1 3978
O bl subject: Title: today 746 18:34 18:34
03/06/2015 09/06/2015
3 0 From: Rd - 59.1 KB
O B subjecs

Or the results can be:

1. Stored to a brand new folder

2. Stored to an existing folder combining & collecting a combination of searches.
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Store to Case Folder Save the results of this Search to a new case folder by entering 2 Name and Description below, and pressing the
Create New Case' button; or you can append to an existing case folder, shown in the list below.

Store Items: .iiyAlI (78) (:)Selectec; x;:\)L;nse!ected

Name: |Ham-:rs of Folder

Description: ‘

Create New Case
Details Items Created On Updated On
Title: Pizza 72 12:24 15:33
15/02/2013 03/03/2015
Pizza Search
Store to This
Title: For Merlin to pass 50 12:58 12:58
27/11/2013 27/11/2013
Store to This

Enter your folder criteria. We would recommend in the description you state the search criteria for
tracking purposes.

Store Ttems: (@Al (78] ()Selected [ Unselect=d

Mame:

Names of Folder

this is *.doc* search for the investigation|

Once completed Press Create New Case.

Description:

Then press Create New.

Successfully created the folder and stored the search results
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Case Folde

When selecting the Case Folders tab
the combined saved searches:

, Will reveal the Folders containing

S.No. Details Shared With Items Created On Updated On
1 Title: Pizza 72 12:24 15:33
Q 15-Feb-2013 03-Mar-2015

Queries:

[15-Feb-2013 12:24:12] Search parameters (email) are: Search Type: Standard Parties: pizza™ Start Date : 14 Aug 2012 00:00:00
BST End Date : 15 Feb 2013 12:07:59 GMT

[20-Mar-2013 18:16:49] Search parameters (email) are: Search Type: Standard Parties: pizza= Start Date : 20 Sep 2012 00:00:00
BST End Date : 20 Mar 2013 23:59:59 GMT

Selecting a saved search will open up the search results:

case Folders: Pizza v Creation Date: 15-Feb-2013 Updated On: 03-Mar-2015
Description: Pizza Search
Queries:

[15-Feb-2013 12:24:12] Search parameters (email) are: Search Type: Standard Parties: pizza* Start Date : 14 Aug 2012 00:00:00 BST End Date : 15 Feb 2013 12:07:58 GMT
[20-Mar-2013 18:16:49] Search parameters {email) are: Search Type: Standard Parties: pizza™ Start Date : 20 Sep 2012 00:00:00 BST End Date : 20 Mar 2013 23:59:59 GMT

Shared with: m m

Folder Messages View Message

1 to 10 of 72 messages

Filter : ‘ 1gnore H critical H Follow up H None ‘ ‘ | Read H Un Read ‘ Actions: | 10 [v] < 1/8 > ‘ R
Mail status From / To / Subject size Sent 1
@ Ignore 25.1 KB 18/03/2013 06:29
g From: PizzaExpress To: robin.bingeman@eryoserver.com
@) @it Subject: Fresh for you - 25% off handmade pizza
(O Follow up Comments | Fjag set to ignore’

Read
O Ignore 28.7 KB 15/03/2013 14:34
g From: PizzaExpress To: robin.bingeman@eryoserver.com
Q Critical Subject: It's Friday!
@ Follew up Comments | Fiag set to followup'

Read
(O Ignore 23.3KB 11/03/2013 11:06
et From: PizzaExpress To: robin.bingeman@cryoserver.com
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At this point you can filter non relevant emails by different criteria.

1 to 10 of 72 messages

Filter : Ignore Critical Follow up Mone Read Un Read

Each message can be flagged from the list view:

Filter : ‘ Ignore H Critical || Follow up H None ‘ ‘ ‘ Read H Un Read ‘ Actions: | 10 [V < 1/8 > ‘ =B
Mail status From / To / Subject Size Sent 1
@ Ignore 25.1 KB 18/03/2013 06:29
= From: PizzaExpress To: robin.bingeman@cryoserver.com
() Critical Subject: Fresh for you - 25% off handmade pizza
(O Follow up Comments {1 set to ‘ignore'
Read
O Ignore 28.7 KB 15/03/2013 14:34
= From: PizzaExpress To: robin.bingeman@cryoserver.com
(Q critical Subject: 1t's Friday!
@ Follow up Comments | £ cet to ‘followup'
Read

Or

From within the message:

Search v Advanced Search v Transcript Search » Search History v Folder Replica View Case Folders v Exports
Case Folders: | Pizza ﬂ Creation Date: 15-Feb-2013 Updated On: 03-Mar-2015
Description: Pizza Search
Querias:

[15-Feb-2013 12:24:12] Search parameters (email) are: Search Type: Standard Parties: pizza® Start Date : 14 Aug 2012 00:00:00 BST End Date : 15 Feb 2013 12:07:50 GMT
[20-Mar-2013 18:16:49] Search parameters (email) are: Search Type: Standard Parties: pizza™ Start Date : 20 Sep 2012 00:00:00 BST End Date : 20 Mar 2013 23:59:59 GMT

Shared With: m m

Folder Messages View Message
5 = T Y o
rions: < = [ O BEMELOA
From: PizzaExpress <promoti oms
To robin.bingeman@cryoserver.com
Date Sent: 18 March 2013 06:29:51 GMT
Attachments: (none)
Subject: Fresh for you - 25% off handmade pizza
Flag message as: @gnore Qcritical Qfollowup

[rbingeman 20-Mar-2013 18:17:24] Flag set to ‘ignore’
Comments:

html text/plain

25% off your food bill | No pictures? See the email in full | Unsubscribe

Even comments can be entered into the header for future reference purposes. Pressing the

?

Actions: <

following action icons will apply updates automatically.
The actions represent:

e move back one message
e return to list of results
e move to next message
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Using the Preview Pane Search Interface

The Preview Pane interface is accessed by adding /outlook on to the end of the URL. A web enabled
folder can be set-up in Outlook which browses to the Cryoserver Search Ul. To access Cryoserver
Archive through Outlook, ask your Administrator to set-up a link in your Outlook for you or refer to
the Cryoserver Administration Guide. Important: Web Certificates and Single Sign On need to be in
place for a smooth experience. To access the Preview Pane version of the Search Interface use:

i.e. https://cryoserver/outlook or https://emailarchive/outlook are popular choices.

Or by clicking on the logo in the left hand corner will link to the interface with Preview Pane

ua
s

Date Period: One Month [v]

Start Date & Time: 213ul2017 | [ oo:00

End Date & Time: 21 Aug 2017 a 23:59
Keywords:
Parties:

From:

1
€=

To:

Attachment Names: *.doc™

Attachment Keywords:

View Help ESET  AdobePDF ) Tell me what you want to do

oups | Search People .
[} Address Book

Rules Store

4 Favorites

Inbox 14442

Sent Items

Offline Cryoserver Doc  From To Subject Sas sent| il
ﬁ botsguide. Rotin Final Webinar Reminder: Fast Data in FinSery - Key Trends to Maintan a Com... 498KB 08:34. 21 Aug 2017
4robin@cryoserver.com Qoo ® Last weei's Top Reacs woKE 1506, 20 Aug 2017
James ©  bobsgude Robin Webinar reminger. Fast Data in FinSery - Key Trends to Maintan a Competit $HEKE
Version 9 Q  bobsgude e Ratu Last woek's Top Reads 659KB L
CryoCloud Search e‘ bobsguide. Rt Webinar Data in FinSery - Kay Trends to Maintain a Competitive Edge 456 KB
L boteudelie Robi Last week's Top Reads. G55 KB
9  toteaude Rl Find out more aboul the key changes n the EU 4 AML Dvectve 1K8
Qoo Robin D Lo Thinking i Financial Sences. 4 Exchsie Case Shukes Be. 594k
Q  oboure Hows Rabin Last week' Top Reads m2K8
O ootwaude Raon Whal he age o open barkng means fo employment agencies saske 1001, 19 02017
Q& bobegude fatn Payments [RIEvoluion magazing s are 53 K8 1406, 16 4 2017
& bobsguide. Rotin As the aftematy market matures, how ¢an individual providars sta. 6KB 1307, 12 0l 2017
Q boeude Robin Hare the biggest factors al A5 KE 120
! O bobogude Roon s e atmaba fnance market malres, how can indhvidualprovders s s1akB 13 -
00 sum< > | & & &
Outbax . AN . . e - v . . s
aser Final Webinar Reminder: Fast Data in FinServ - Key Trends to Maintain a Competitive Edge
S Feeds
oftine Coyomerer bobsguide Sent: Hon 21082017 0834
Search Folders Te: Rabin
Groups
o bobs guide
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Using the Preview Pane Search Interface _

34 From

DI To

A Keywords

X !

V.- Attachment Keywords
R
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Using the Preview Pane Search Interface _

By selecting From / To and typing the Display Name whatis.com into the search box will search for all
emails sent to / from whatis.com - is the Search Button. The results will be shown.

Searh e From OR To-whatiscom B o e |
i
~

CI'VUSBI'VGI' Start: 22 Feb 2017 End: 22 Aug 2017
54 results found (1 seconds) 22 Mar 2015 2 Aug 2017
Doc From To Subject Size Sent 1)
©  wnatscom® “robin@cryoserver.com” Word of the Day: Eclipse 282KB 2046, 21 Aug 2017
0 Whatscom® "robin@cryoserver.com" Guide/Glossary/Quiz: arificial intelligence 20.4K8 20:31, 18 Aug 2017 -
O atscom “robin @eryoserver.com Word of the Day: Microsoft Windows Defender 273KB 20:01, 18 Aug 2017
Q  Wnatiscom “robin@cryoserver.com Word of the Day: CAPTCHA 25KB 2001, 17 Aug 2017
O “Whatscon® “robin@sryosenver sor’ Word of the [iay- it testing 283K8 2101, 16 Aug 2017
L Whals com “robin@eryoserver.com Word of the Day: unicorn 281KB 20:46, 15 Aug 2017
O hatscom “robin@cryoserver.com Word of the Day: superposition 295KB 21:31, 14 Aug 2017
Q Wnatscom “robin@cryoserver.com Word of the Day: CompTIA (Computing Technology Industry Association) 312K 2217, 11 Aug 2017
Q  Whatscom® "robin@cryoserver.com" Word of the Day: engine 29.4KB 22.01, 10 Aug 2017
Q "Whatls.com "robin@cryoserver.com’ Word of the Day: managed service provider (MSP) 295KB 21:16, 09 Aug 2017
g "Whatls.com’ "robin@cryoserver.com Word of the Day- supply chain sustainability 27.3KB 22:01, 08 Aug 2017
Q  Wnatscom “robin@cryoserver.com Word of the Day: Schrodinger's cat 316KB 20:01, 07 Aug 2017
Q  Whatscom® “robin@cryoserver.com" Whatls > Word of the day 274K8 20:16, 04 Aug 2017
Q “Whatls.com "robin@eryoserver.com Word of the Day: system administrator (sysadmin) 30.5KB 20:01, 03 Aug 2017
ﬁ "Whatls.com’ "robin@cryoserver.com’ Word of the Day: dynamic link library (DLL) 281KB 20:01, 02 Aug 2017
©  Whatscom® “robin@eryoserver.com” Word of the Day: cmdlet 31.2KB 20:01, 01 Aug 2017 N

QO nctors: < > ‘ﬁ«\ (] ,i,ﬁ ﬂ
‘Word of the Day: Eclipse

Sent: Mon 21/08/2017 20:46
"Whatls.com" ent: hon 211
To: "robin@cryoserver.com”

Word of the Day Whatls.com &

Daily updates on the latest technology terms | August 21, 2017

Eclipse

Eclipse is a free, Java-based development platform known for its plug-ins that

AND selecting the (Show/Hide) will maximise the preview pane.

e ‘ g
™

Start: 22 Feb 2017 End: 22 Aug 2017

Cryoserver

54 results found (1 seconds) 22 Mar 2015

O

QOO tons < > ‘H o
‘Word of the Day: Eclipse

"w "n Sent: Mon 21/08/2017 20:46
Whatls.com!
To: "robin@cryocsenver com"

Word of the Day Whatls.com ~

Daily updates on the latest technology terms | August 21, 2017

Eclipse

Eclipse is a free, Java-based development platform known for its plug-ins that
allow developers to develop and test code written in other programming
languages. Eclipse is released under terms of the Eclipse Public License.

Eclipse got its start in 2001 when IBM donated three million lines of code from
its Java tools to develop an open source integrated development environment
(IDE). The IDE was initially overseen by a consortium of software vendors
seeking to create and foster a new community that would complement Apache's
open source community. Rumor has it that the platform's name was derived
from a secondary goal, which was to eclipse Microsoft's popular IDE, Visual
Studio.

Today, Eclipse is managed by the Eclipse Foundation, a not-for-profit
corporation whose strategic members include CA Technologies, IBM, Oracle and
SAP. The foundation, which was created in 2004, supports Eclipse projects with
a well-defined development process that values quality, application
programming interface (API) stability and consistent release schedules. The
foundation provides infrastructure and intellectual property (IP) management
services to the Eclipse community and helps community members market and
promote commercial software products that are based on Eclipse.
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With the Preview Pane Interface there are the same Action Icons as with the main Cryoserver User
Interface.

Actions: < )“"}«5 ii i.Cf ‘ﬂ

The Actions allow you to do a Quick Reply, Reply All, Print, Export to PDF, Download, Forward the
email into your mailbox with the email as an attachment and Restore back to your mailbox.

Date slider:

. [sSixMonihs Vv

22 Mar 2015 22 Aug 217

To the left of the drop down quick dates is a grey bar featuring a date slider, allowing for date ranges
to be altered (increased/decreased) by dragging the ends of the bars. This enables for searches to
be broadened with ease.

Toggle Interface to Full Search:

If the Preview Pane Search interface does not provide enough search options, clicking on the
Cryoserver logo will change the interface to the standard search interface within the same frame:

LoD PR s con 2]

cryoserver”‘ Start: 7 End: 22 Aug 2017
54

54 results found (1 seconds) 22 Mar 2015 22 Aug 2017

Clicking on the Logo will link to and load the full Classic search page with a single click.

Linking to:

CI’VDSQI'VBI'W Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Search v Advanced Search v Transcript Search v Search History v Folder Replica View Case Folders v Exports
Six Months [V]
Date Period:
Start Date & Time: 22 Feb 2017 00:00
End Date & Time: 22 Aug 2017 | () 23:s0
From 2
4:
To: =¥ Only this recipient
Attachment Names:
Attachment Keywords:

Clicking on the Logo again will link back to Preview Pane View again.

This allow users to toggle from one Style of Interface to another. To gain access to the Preview Pane
view as the primary interface, append /outlook to the URL.

i.e. https://cryoserver/outlook or https://emailarchive/outlook

Cryoserver V9 Archive User Guide 49 |Page



https://cryoserver/outlook
https://emailarchive/outlook

Create Shortcut Links in Outlook _

Create Shortcut Links in Outlook
Once a search has been saved, you can create a Shortcut in Outlook to this defined Saved Search

Criteria. This functionality is considered to be similar to auto-filing emails. Please note this will only

work with Outlook mail clients.

1.

Run a search:

Cryoserver - Search - Outlook

Send/Receive  Folder View Add-ins Help ESET  AdobePDF  Q Tell me whatyou want to do
5 = ore E) £ Browse Groups | Search People (o3
[ [nr— eel i ” 1 - -
&5 X Clean Up - =] Team Email [£2 Address Book
New New ¢ Reply Reply Forwarc % Create N d/ Catec Store
Email Ttems~ SoJunk~ reate New = .
New Delete Respond Quick Steps [ Move Tags Groups. Find Add-ins ~
4 Favorites N
Inbox 14416 ™ h f h Id !
c el
contitems Cryoserver Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Offline Cryoserver

4 robin@cryoserver.com
James
Version 9
CryoCloud Search

> Inbox 14416

Drafts [64]

Sent Items

Deleted Items 254
Archive

AVG Virus Vault
Deepfreeze
Infected Items [1]
Junk Email [3421]

Search v Advanced Search » Fol Replica View Case Folders v

Transcript Sear

Search History v

Query Results View Message Search Statistics
Date Period: Six Months [V]
Start Date & Time: 22 Feb2017 | [ |00:00
End Date & Time: 22.Aug2017 | ) 23:50
Keywords:
Parties: whatis.com
From:
To: Only this recipient

Attachment Names:

Attachment Keywords:

b old
-0 " ™ o 0
Outbox Actions: 100v| < 1/1 > ‘ L 1 ovone 2 VI
RSS Feeds Viewing all 54 results (1.39 seconds)
Offline Cryoserver
v No. Direction From / To / Subject Size Sent & 2
b
Seatdhikaldets 1 &, From: “whatis.com" To: "robin@cryoserver.com’ 20.87KB  08-Jun-2017 20:01
Daa{  subject: Word of the Day: single sign-on (SS0).
I Groups O
"robin@cryoserver.com" 26.84K8  09-Jun-2017 20:01
= 35 e sy :
@cryoserver.com as rbingeman / FCS Test ver' ~
£ Reminders: 57 O e2
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Create Shortcut Links in Outlook _

2. : Provide a Search Name, select whether you wish to keep original dates, Shift Start &
End Date or just shift End Date keeping the Start Date. Select Save and Create Outlook
Folder which will help create a shortcut to the favourite search in Outlook:

Cryoserver - Search - Outlook

Send /Receive  Folder ~ View  Add-ins Help ESET  Adobe PDF Q Tell me what you want to do

U-_ e P Brg#ise Groups | Search Peaple (oS
& x . e =] [ Address Book -
Clean Up Team Email i Address Bool
New New o e . R - Rules 8 Store
Email Ttems -  S©Junk~ 3 clete £ Create New -
New Delete @ Edit Search - Internet Explorer Find e

4 Favorites N

Inbox 14418

lentity | Help | Settings | Sign out
Sent Items

Offline Cryoserver

Search v Sarditome W0 Case Folders v
4robin@cryoserver.com carchiName: atis.com
Jafies Qiiey Description: This is the quick search to Whatis Emails
Version 9
CryoCloud Search Peaiperdod:
I Inbox 14418 Start Date & Tim
Drafts [64] End Date & Timej
Sentltems Kayworde: Search Details:  Parties: whatis.com Start Date : 22 Feb 2017 00:00:04 GMT End Date : 22 Aug 2017 23:59:59 BST
Deietedi e 254 Parties: Date Range: (Q Keep Original Dates
' From: @ shift Start & End Dates
Archi
rehive To: O shift End Date bhis recipient
AVG Virus Vault . https://fcs-wincryo-a:443/cryoserver/cryoservfbearch.do?
Attachment Names{ | Shortcut Link: v jo_pictory searchasearch_history_id=206#78ds_saved=true
Deepiceze Attachment Keyworf||  Schedule: @ None
Intected ems[1] O Daily on Mon [JTue [Jwey/ [JThu []Fri []sat []Sun
Junk Email [3421] QO Monthly Select the day of the mghith: [1 [V
> old Start at or after: (@ 2am () 6a s5pm O 10pm
n A ]
Outbox 3 Bad
RSS Feeds Viewing all 5| Save and Create Outlook Folder
Offline C
ine Cryoserver No. Directior Size Sent 4 12
3 Fol
SeardLrolcers 1 ©, KB 08-Jun-2017 20:01
P
> Groups O
To: "robin@cryoserver.com" 26.84 KB 09-Jun-2017 20:01
o robin@cryoserver.com as rbingeman / FCS Test i ver™ v
£ Reminders: 58 10 ezl

3. Oryou can add a Outlook folder by going to Search History > Saved Searches Menu

ryoserver"‘ Switch to New User Interface | Switch Identity | Settings | Sign out

Search v Advanced Search v Transcript Search « Search History v Folder Replica View Case Folders v Exports
| ———

Recent Searches(5845)] Saved Searches(89) [Scheduled Searches(2)

1 to 10 of 89 results Actions: | 10 :’ < 1//9 >
No. Name Type  Search Terms Actions i
1 Whatis.com std Parties: whatis.com Start Date : 22 Feb 2017 00:00:00 GMT End Date : 22 Aug 2017 23:59:59 BST C = s X
Description: This is the quick search to Whatis Emails
2 James std From: james.clayton@cryoserver.com Start Date : 15 Feb 2017 00:00:00 GMT End Date : 15 Aug 2017 C B & /5 X
23:59:59 BST o

]

4. Click on the icon called Create Shortcut in Outlook:
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Create Shortcut Links in Outlook _

r

= Edit Search - Internet Explorer = ‘ =]
Ll
11
1 . )SE .

Search has been saved successfully.

Do you want to open or save CreateFolder2946659528541085594.vbs from fcs-wincryo-a?

Open Save > Cancel

5. Click Open:

[ \iefuing CommteEalderddRS8 vhs feam conll] IN=] =[] .

| Microsoft Outlook - Security Warning 1

The publisher could not be verified. Are you sure you want to run this
software?

T

Name: CreateFolder42658.vbs
Publisher: Unknown Publisher

(g%  This fle docs not have a vald digital signature that verifes its publsher, You
\!3/. should only run software from publishers you trust. How can 1 decide what
. software to run? 3

T

6. Click Run: — 2
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Create Shortcut Links in Outlook _

2 Edit Search - Internet Explorer = B X

Search has been saved successfully.

Windows Script Host m @

The Outlook Folder (Whatis.com) has been added for:
robin@cryoserver.com

oK

7. In Outlook will appear a folder called: Whatis.com.

4 robin@cryoserver.com
James
Version 9

I Whatis.com

CryoCloud Search

> Inbox 14422
Drafts [64]

Sent Itemns

8. Whenever you click on Whatis.com folder shortcut in Outlook, will link to a live search in
Cryoserver:
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Create Shortcut Links in Outlook _

Cryoserver - Search - Outlook

Send/Receive  Folder View Add-ins Help ESET  AdobePDF  Q Tell me what you want to do

N © Browse Groups | Search People c
A } &)
- [} Address Book

G G Rules Store

Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Export

To + Only this reciplent

Actons: wolv] < | 11> | b @ UE wene vim BB (V¥
Viewing all 54 results (0 seconds)
No.  Direction From / To / Subject size Sent a P
From Yo: "robin@cryoserver.com 29.87 k8 8-3u-2017 2
&

Q From: ‘ obin@cryoserver.co 26.84 KB 9-Jun-2017

3 From: . . ‘ ‘
Joe Blogs : 94 Subject

& From Yo: *rob 99 k8 1 "
Online Archive - robin@cr... IS subje

= om =

@ - A From

The aim of this is to minimise the need for users to have to file emails into folders.

Please note: For this functionality to work smoothly, Single Sign On or Remember me needs to be
licensed and enabled.
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Folder Replication _

Folder Replication

Search History = Folder Replica View Case Folders =

der R g oW
FO' 'j f Repllca Vl W - if you can see Folder Replica View, folder replication has been

enabled by your Administrator.

Folder replication replicates users Outlook Folder Structure within the archive. A side panel will
appear when the red arrow Folder Replica View is selected, showing a similar folder structure as
presented in Outlook. Depending on the synchronisation period set by the Administrator the folder
structure maybe out of sync by a short period. Synchronisation period is the frequency of when
Cryoserver archive will connect to users’ mailbox and build the current mailbox structure at the time
of visit.

Cryoserver - Folder Replication - Outlook

Send/Receive  Folder View Add-ins Help ESET  Adobe PDF  { Tell me what you want to do

J Address Book -

Rules Store

4Favorites

Inbox 14434

~ Inbox Current [4]  History [0]

Folder A
Doc  From To Subject size set &
Folder E | LS  Asniey Regan <ashiey Robin Bingeman <robl Best practice for email migration to Office 365 [WEBINAR) 506K8 07:46, 01 Sep 2016
Stub Examples &8 ukrastaccounts <inv Saran Healey <Saran Your latest Invoice from UKFast No 1947076 1216, 16 A09 2016 1
o
Sent Items 4 181 PartnerWorld <ec Robin Bingeman <robi IBM Storwize All-Flash & Spectrum Virtualize Announcement. Accelerate Appli 396 K8 01:14, 16 Aug 2016
o
» Deleted Items &4 London Midiand <info. Robin Bingeman <robi Travei for less with our best fares, plus 15% ot 436K8 0923, 25 Sep 2015
AVG Virus Vault
Archive
CryoCloud Search
= LY 9 © o
Deepfreeze adions: < 1/4> M OB EBELOA

Infected Items
James

Offline Cryoserver

RSS Feeds

htm! text/plain

» Sync Issues

Version 9
Whatis.com
Search Folders
» old {}Cloud Direct®
Groups
Junk Emall
= a8 =1 e Archive Folders
= E 2 g Version 30.0.59088 (Running as a Trie) ST
— ——————— — —

The side panel aims to show a similar folder structure as presented in Outlook. Emails will be shown
in a preview pane with the Cryoserver Actions bar.

If an email is moved from one folder to another, Cryoserver will update the movement on the next
polling synchronisation cycle. Polling cycles are set to either every hour, 12 hours, 24 hours, 48
hours or as defined by the Administrator.
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Folder Replication _

Search within Folder Replica View
In the following example, ibm is a keyword search and pressed the search icon.

The results shows 470 emails in the Inbox with the ibm term, 2 items in the Sent Items and 2 under
Deleted Items, 4 Results in the Junk Email Folder and 9 results in Additional Results. Additional
results is where the email can be found in the Archive but there is no record of the email in the
Users mailbox from a Cryoserver Archive perspective. i.e. the email may have been received &
deleted from the users mailbox in between synchronisations.

Cryoserver - Folder Replication - Outlook

Send /Receive  Folder View Add-ins Help ESET  Adobe PDF me what you want to do

Start: 22 Feb 2017 End: 22

Current [29]  History [0]
Folder A

Doc  From To Size sent &
Folder B I £ ~wmaus com "TODINEXIYOSENVer CO. Word of the Day: Eclipse 22K8 2046, 21 Aug 2017
i ke Stub Examples & AwsDgest ‘TobINeryosever co AWS rolls out new securty. migration services 27948 1616, 21 Aug 2017
Folder A Sent I1tems, [¢) Q  Modem Infrastructur ryoserver co How Kubemetes runs in production: Avoid pubhc cloud cost surprises: and m 27548 16:06, 21 Aug 2017
» Deleted Items. (2) & inowon g Data R Kathy rose@xryosenve 13 frameworks for mastening machine leaming 833KB 1403, 21 Aug 2017
AVG Virus Vault 106 Connect Kathy rose@cryoserve. US and China IP Theft Battle Could Hit Sikcon Valley BTKE 08:35, 21 Aug 2017
ki L Computerweskiycomt . “robin@xryoserver co 2 common hybrid cloud mistakes, and how 10 avoid them - and Other New Resea. 17.2 KB 14:45, 18 Aug 2
R TecnTamet “robn@cryoserver co Should the Vulnerabiities Equilies Process be codified nto law? 183K8 1201, 18 Aug 2017 5

CryoCloud Search

T 1] =
Deepfreeze Actions: < > N EBE LSOO
Infected Items i ' |

James

Offline Cryoserver

old RSS Feeds
Outbox » Sync Issues
RSS Feeds

Offline Cryoserver

Version 9 Whatls.com

Whatis.com
Search Folders

» old

Groups

Junk Email
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User Bulk Mail Items Restore _

User Bulk Mail Items Restore
2

Users are now able to restore multiple items in bulk from a search. Clicking on the restore to
mailbox icon allows users to restore bulk of emails at one time. A pop-up will appear allowing users
to restore the emails to either their Inbox or Sent Items.

Cryoserver"’ Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Search = Advanced Search + Transcript Search « Search History = Folder Replica View Case Folders = Exports

Query Results View Message Search Statistics

actions: 0[] ¢ | 170 > | b @ 45 e EECRE m@ﬁ’

Viewing all 54 results (1.39 seconds)

No. Direction From / To / Subject size Sent 4 1
1 0 From: "Whatls.com” To: "robin@cryoserver.com" 29.87 KB 08-Jun-2017 20:01

O Pat{  Subject: Word of the Day: single sign-on (S50)

2 0 From: "Whatls.com" To: "robin@cryoserver.com" 26.84 KB 09-Jun-2017 20:01

O Pa{  subject: Word of the Day: human resources analytics (talent analytics)

3 0 From: "Whatls.com" To: "robin@cryoserver.com” 28.77 KB 12-3un-2017 21:31

b <} Subject: Word of the Day: EU Data Protection Directive

0 P J y:

4 0 From: "Whatls.com” To: "robin@eryoserver.com” 27.99 KB 13-Jun-2017 20:01

N Pas{  Subject: Word of the Day: Wave Analytics

If a user has selected, via the checkboxes on the left, certain items on the result list then only those
items or the inverse of those can be restored.

User Id: |robin [@cryoserver.com |

Password: oooooooooooool

[[] Remember Me
Import To Folder: II” box il

Import Mail: ® Al (54) O selected () Unselected

Start Import Close

Please note: Administrators will define whether the restore is either done via IMAP or EWS.
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Switch to New User Interface | Switch Identity | Help | Settings | Sign out

Advanced Search « Transcript Search » Search History = Folder Replica View Case Folders v Exports

Query Results View Message Search Statistics

Actions: | 100w 1/1 ‘i ic 1E none v l;l @ ﬂ d

Viewing all 54 results (1.39 seconds)

No. Direction From / To / Subject size Sent P

1 0 From: "Whatls.com" To: "robin@cryoserver.com" 25.87 KB 08-Jun-2017 20:01
o P22 Subject: Word of the Day: single sign-on (SS0).

2 0 From: "Whatls.com" To: "robin@cryoserver.com" 26.84 KB 09-Jun-2017 20:01
O P22{  Subject: Word of the Day: human resources analytics (talent analytics)

3 0 From: "Whatls.com" To: "robin@cryoserver.com' 28.77 KB 12-Jun-2017 21:31
0 Pa2{  Subject: Word of the Day: EU Data Protection Directive

4 0 From: "Whatls.com" To: "robin@cryoserver.com"” 27.99 KB 13-Jun-2017 20:01
0 DA  Subject: Word of the Day: Wave Analytics

5 A\ From: "Whatls.com” To: "robin@cryoserver.com" 20.59 kB 14-Jun-2017 20:01

Basic and Privileged users can Bulk Export emails in three different formats:

® Standard Email format — limited information is exported in reference to the header

information

® Enveloped Wrapped- full header information is exported including expanded distribution

lists

® PDFs — exporting the emails into a long pdf with each email one after the other in a pdf file.
Export Type:

e Backend — Backend exports can be completed much faster (x30 times faster) and should be
used if exports are large, i.e. over 100MB

e Frontend — Frontend exports are reliant / limited on download speeds via the web browser
and can be slow. Frontend exports should only be used if exports are a few MBs in size.
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Cryoserver™

Search = Advanced Search v Transcript Search = Search History » Folder Replica View
(= Export - Internet Explorer - m
\ -0
i [
um NSE N
Number of items: 54

Uncompressed size (ZIP format): 1.48 MB

Minimum zip files that will be created: 1

Cryoserver File-store free space: 81.2 GB
Export Type: I )Backend (@)Frontend

Preserve Sort Order:
Export Items:

Export File Format:

Export Mail Format:

Preserve Sort Order: Maintain the order of the export to the order on the results list in the
Cryoserver Ul.

Using the Cryoserver PSTCreator, you can convert the zip files containing the .EMLs into a PST format.
Requires the Cryoserver PSTCreator module to be licensed & used.
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Settings (Preferences) _

Settings (Preferences)

Switch to New User Interface | Switch Identity | Help | Settings || Sign out

- Settings icon.

You can now include / exclude additional alias email addresses.

ced Search ~ Transcript Sear Search History =

S

My Preferences

Personal Information

earchable
Primary email address: robin@cryoserver.com

Secondary email addresses: robin.bingeman@fcs.cryoserver.com
robin@cryoserver.com

All f Mone

rbingeman@cryoserver.com
robin.bingeman@forensiccs.com
robin.bingeman@cryoserver.com
Additional addresses: 442071839920@cryosim.com
andrea.barnett@guildford.gov.uk

All / None

ciklum@cryoserver.com
helpdesk@cryoserver.com
iward@cryoserver.com
james@cryoserver.com
mike@cryoserver.com
nick@cryoserver.com
rbingeman
rbingeman@forensiccs.com
robin bingeman
robinbingeman@corporateinternet.com
robinbingeman@fcs.cryoserver.com
sarah@cryoserver.com
scornish@cryoserver.com
steve@cryoserver.com
tom@cryoserver.com

Last Login Date: 22 Aug 2017 09:52:00

OO000OoOoOoooooooorRooddr

Further down the page are a variety of different Settings which aims to personalise the user
experience.

When results are returned you can have

e No message summary,
e Short Message summary — 300 characters
e Long Message Summary — 600 characters
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Settings (Preferences) _

Message Summary Setting

Message Summary: I Default
@ Mo
Short

Long

Cryoserver V9 Archive User Guide

(Use company level setting: Short)
{Mo message summary)
(Max 300 characters)

{Max 600 characters)
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Delegated Access Account [

Delegated Access Account

Delegate Access enables users to switch to another users mailbox. Delegation can be controlled by

the user or via the Administration Area.

Cryoserver empowers the end user to be able to share their own mailbox your email archive whilst
you are away on holiday/maternity/paternity leave the following steps. To add a link press Add Link

under the preferences area of the Cryoserver system:

Delegated Access

Delegate access to your account to other users?

Add Delegate

Current Links:

jclayton (james.clayton@cryoserver.com) Remove m

Start Date & Time: a l:l End Date & Time:

Exclude Addresses:

Delegate Type: Switch-To & Stub Link Access

(This is an external account, your password cannot be changed here.)

Disable Access on: a D

Enter the Primary Email address of the user into Cryoserver so that they are able to Switch to your

Account.

Delegated Access

Delegate access to your account to other users?

Enter Address: mbeedall@cryoserver.com|

N =8

Once the Delegate has been added, you can define a windows of Access:

Current Links:

jclayton (james.clayton@cryoserver.com) Remove m

Start Date & Time: ﬁ l:l End Date & Time:

Exclude Addresses:

Delegate Type: Switch-To & Stub Link Access

Current Links:

mbeedell (mbeedell@cryoserver.com) Remove Save

Disable Access on: ﬁ D

Exclude Addresses: accounts@cryoserver.com|

Delegate Type: Switch-To & Stub Link Access

Start Date & Time: 1 Aug 2017 a 00:00 End Date & Time: 31 Aug 2017 a 23:59

Disable Access on: | 1 Sep 2017 a D

mbeedell user has been given delegate access to the users mailbox and is limited to seeing emails
between 1° August 2017 through to 31 August 2017. The Account Link will be disabled on 1%
September 2017. Additionally, you can Exclude Addresses, in the example above they are not able

to see accounts@cryoserver.com
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Delegated Access Account _

mbeedell user can now Switch to this account:

: Cryoserver™

Switch to New User Interface | Switch Identity|] Help | Settings | Sign out

Search = vanced Search Transcript Search =

Date leriod: Six Months ¥

Start Date & Time: 25Feb2017 | [ o000
End Date & Time: 25 aug 2017 | [ 23:59
Keywords:
Parties:
: From: 1+
[ =

Attachment Names:

Attachment Keywords:

‘ersion 2.0.0-beta.7 (Running as a Trial) mbeedell@cryoserver.com as mbeedell / FCS Test

To remove the delegate link select Remove next to the user.

Delegated Access

Delegate access to your account to other users?

Add Delegate

Current Links:

jelayton (james.clayten@cryoserver.com) Remove “
Start Date & Time: ﬁ |:| End Date & Time: ﬁ |:|

Exclude Addresses:

Delegate Type: Switch-To & Stub Link Accessﬂ

Current Links:

mbeadell (mbeedell@cryoserver.com|

Start Date & Time: ﬁ l:l End Date & Time: ﬁ l:l

Exclude Addresses:

Delegate Type: Switch-Te & Stub Link Accessﬂ

Cryoserver V9 Archive User Guide

rch History Folder Replica V| Ml

mbeadell_

mbesdell_basic |

- om (Group)
rbingeman {

Only this recipient

Disable Access on: ﬁ |:|

Disable Access on: ﬁ |:|
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Preview Pane View Search Interface (aka Outlook Settings) _

Preview Pane View Search Interface (aka Outlook Settings)

Cryoserver - Outlook

Send/Receive  Folder View Add-ins ESET  AdobePDF  Q Tell me whatyou want to do

i Ignore » £ Browse Groups  Search Peaple o
=1 & = ; a
Clean Up~ . 1 Team Email . [E53 Address Book
New New o = Delete Archive | Reply Reply Forward Ey pore % Create New —|  Move Rules OneNote | Unread/ Categorize Follow R Store
Email Items~ &©JUN A reate New - Read Up ter Emai
New Delete Respond Quick Steps R Move Tags Groups Find Add-ins A
4Favorites N

] e o [

Inbox 14762

K EuD Do - o sze e )
Offline Cryoserver & E 28K0 204615 Aug 2017 A
& ETT 2131, 14 g 2017
. Er =1 AR
4robin@cryoserver.com & ° L
& R 201,10 Aug 2017 =
James _
& BT 218,00 Aug 2017
Version 9 & Word ofthe Day: susply o ELES 2201.08 Aug 2017 L
CryoCloud Search & Word of s Day: Sehvosinger’s ca BT 000,07 A 2017
» Inbox 14762 & Wnalls » Word of the cay 2zre 210,04 Aug 2017
& 2ezre 201,03 Ag 2017
Drafts [63]
& BT 001,02 Mg 2017
Sent Items & I 201,01 Avg 2017
b Deleted Items 261 & I 200131 Wi 2017
Archive ﬁ 223K8 21:18, 28 Jul 2017
g Word of the Day: chief data officer (CDO) 28K8 20:31, 27 Jul 2017
AVG Virus Vault
g Word of the Day: Nodejs. 222K8 20:01, 26 Jul 2017
Deepfreeze & Word of the Day: aigoribmic ransparency nzre e d
-
Infected Ttems [1] QO iion: < > ‘ LR HERE S

Junk Email [3402) ‘Word of the Day: unicorn

b old Sent: Tue 150872017 2045
Outbox
RSS Feeds =
Offline Cryoserver Word of the Whatls.com =
b Search Folders -
I Groups unicorn
= . L ) .
Aunicom, in an investment context, is a tech startup that is assessed at a >
Total number of search results: 47 (Im]
- e — = = = = = e T—— T

2/3™ of the way down the Settings Page is a Section called Outlook Settings.

Outlook Settings

Search Results Page Size: 100[v]

Default Date Range: Six Months

Apply home page redirection
from outlook: @ Yes Mo Default

Apply redirection for saved _
search outlook folders? Yes Mo (@ Default

Forget Login

e Search Results Page Size — how many results to be shown per page (20/50/100/300/500)
messages. Please note: The larger the number the slower the results take to display on
screen.

e Default Date Range pre-defined date range each time you access the User Interface.
(Today/One Week/Two Weeks/One Month/6 Months/1 Year/2 Years/Any Date)

e Apply home page redirection from Outlook — applicable for non-English interfaces

e Apply redirection for saved search outlook folders
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iPhone / iPad access

Results
Start a new search
Quick Date [ Six Months [B | PizzeExpress 14 Dec 2018
Fom 14Dec2011  [0000) | pizzaExpress N—_—
To 14 Jun 2012 |
L e— w
Keywords PizzaExpress TR
Parties PizzaExpress 2 M 2012
From pizza’ PizzaExpress i
To
e wryuvurvur PizzaExpress 26 000 2002
Att Name PizzaExpress R
Att Keywords
PizzaExpress frv—
PizzaExpress 15 vy 2012
PizzaExpress 21 way 12

From: xpr

To.  robinbingeman@cryoserver.com

Our weekend 3 course special - treat yourself PizzaExpress ..
PizzaExpress Mar 9, 2012 4:09:18 AM

Our weekend 3 cowse specisl

PizzaExpress D

RO Up 30 39 O your bt | No ptures? See the et 11 88 | Umsubscrp

PizzaExpress 12 M 2012

leExwfss 96 Mar 2012

PizzaExpress. 23 Mar 2012

Plllams 31 Mar 2012

PizzaExpress 264 2012

PizzaExpress. 29 A 2012

PizzaExpress. 4 May 2012

PizzaExpress 18 1y 2012 e
P:zzaExp!esg 21 Moy 2012 3 f
leExw-sf 10 a0 2012 Treat g-?llllbrwisdshigs

style. Choose a starter, then your favourite

cncel Re: Our weekend 3 course special - treat yourself PizzaExpre... ~ send

To. PizzaExpross

ect: Re: Our weekend 3 course special - treat yourself PizzaExpress style

On 09 Mar 2012, at 04:09:18 AM, PizzaExpress wrote:

Worth up to 35% off your bill | No pictures? See the emailin full | Unsubs}

We also provide Apps for Android, Windows and Blackberry v10+

Cryoserver V9 Archive User Guide

With the Mobile Access Module
installed on the Cryoserver
system. Licensed separately.

Users can download from the
App store an App to access the
Cryoserver system.

The App enables for users (LDAP
& Privileged) to be able to
search the Cryoserver
repository.

To view the emails from the
results.

To reply to results from the App.

Please note: The App uses the
local iPad/iPhone Mail Client to
send emails from. So if you use
the Mail client for personal and
work purposes please choose
the from address as
appropriate.
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Troubleshooting
On rare occasions you may receive an error page. The system automatically tracks errors. To return

back to the previous screen press Go Back button which will return you back to the previous screen.

Here is an example.

404

WhoOps! Resource not found

GO BACK

In the cases where searches are taking a prolonged period of time i.e. 60 seconds or more, this
would suggest the results being collated are many thousands/millions. We would recommend
terminating the search by pressing x in the top right hand corner of the screen. This will force a
cancellation to the search. We would recommend refining the search to produce a modest amount

of results.

201611 | Results: 0 | Time: 20 ms
201701 | Results: 0 | Time: 20 ms
201611 | Results: 0 | Time: 30 ms
201703 | Results: 0 | Time: 10 ms
201702 | Results: 0 | Time: 210 ms
201702 | Results: 0 | Time: 320 ms
201706 | Results: 0 | Time: 650 ms
201706 | Results: 0 | Time: 970 ms

&l
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Conclusion

We would like to thank you for reading this guide and using Cryoserver.

Cryoserver is constantly evolving around customer requests. To submit your own enhancement

requests please email support@cryoserver.com and we will be happy to review requests and plan
ideas into roadmap developments.

For support requests please speak with your administrator and as a second point of contact FCS (UK)
at www.cryoserver.com.

Copyright FCS (UK) Ltd, All rights reserved. ©2006 - 2019

Robin Bingeman — Last Edited 30" October 2019, robin@cryoserver.com
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